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FOREWORD

The purpose of this report is to provide information to the U.S. Department of
Energy (DOE) that will enable it to plan for compliance with verification requirements of
a possible Chemical Weapons Convention, while still protecting its security interests.
Many of the concerns would be relevant to other agencies as well. Appropriate planning
includes preparation for possible inspection at DOE and contractor facilities, as well as
development of appropriate technology for effective, nonintrusive verification.

None of the options analyzed represent actual U.S. policy or strategy for
negotiation. All information was drawn from sources in the open literature.
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FUTURE TREATIES:
CHEMICAL WEAPONS CONVENTION

by

Linda L. Gaines and Edward A. Tpnzman

ABSTRACT

The recent use and the proliferation of chemical weapons
provide impetus to the ongoing negotiations in Geneva to ban the

production, possession, and use of all chemical weapons. The
provisions of the Chemical Weapons Convention are not all agreed

upon yet, challenge inspections and sanctions against violators being
two particularly difficult areas. Verification of declared stocks and
activities poses no major technical problems, but care in technology
development and selection will be required to provide effective
verification with minimum intrusion. A carefully designed system
will be needed to interpret the extensive data from routine
inspections, monitoring, and reporting and to protect company

proprietary information. Identification of appropriate sites for
challenge poses very difficult technical problems, on which R&D
could be fruitful. On-site inspection in the U.S. poses potential
problems ranging from the loss of classified or proprietary
information to high financial costs for site preparation and lost
operating time. Site access for inspection could also violate U.S.
companies' freedom from illegal search and seizure; several remedies

are considered.

SUMMARY

The purpose of this wofk is to helo the U.S. Department of Energy (DOE) identify
potential problems that might arise in verification of a Chemical Weapons Convention
(CWC) so that work on solutions can be started now. Although the focus is on DOE
interests, the results are applicable to other organizations as well.

The rapid proliferation of chemical weapons (CW), and their recent use in
regioital conflicts, is a major impetus for a chemical weapons treaty. Negotiationc oil
chemical weapons have been under way in Geneva, Switzerland, at the Conference on
Disarmament (CI)) since 1980. In 1984, then-Vice President Bush submitted a draft
convention that still represents the officially published U.S. negotiating position. Since
then, the Conference has developed an evolving working version, called the "rolling text,"
that is similar in many respects to the U.S. draft. Agreement has been reached on the
basic provisions and verification thereof concerning declared stocks and facilities and
their destruction, but there is still much discussion of how to handle sites suspected of
housing illegai ,tJoks or productior.
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PROVISIONS OF CHEMICAL WEAPONS CONVENTION

Parties to the CWC would undertake not to use, produce, retain, or transfer
cremicSi! weapons. In addition, all chemical weapons and production facilities for such
'ceanors woujld be destroyed. Within 30 days after the CWC entered into force, each
Pirtv would declare any chemical weapons or production facilities for them under its
Jurisdiction anywhere, as well as any receipts or transfers of such weapons or equipment
for production. Access to the sites for the purpose of systematic on-site verification
wO)Uld be provided immediately after declaration.

Each State Party would retain the right to produce and use toxic chemicals for
-e'n, -ful purposes. In addition, each Party would have the right to produce and use, for
r'es -,h, medical, or protective purposes, one metric ton (1000 kg) per year of CW

-enits. Toxic chemicals -and their precursors, which could be used for purposes
, Oib~ted b the CWC, would be subject to international monitoring. Verification

tvities would be required not to interfere with peaceful chemical activities or
-nd---'r confidential information. Verification measures for declared materials and

. would include on-site inspection, on-site monitoring, and data monitoring.

If agreement is reached on challenge inspections, any State Party could have the
:I ;ht to request an on-site inspection of another Party anywhere at any time. A right of
retf-sal may be included. Although the United States and the Soviet Union have endorsed
challenge inspections, the issue is still controversial. Alternative or additional types of
inspection have been proposed by the West Germans and by the British. Under the West
German proposal, facilities to be inspected would be selected at random, thus avoiding
the confrontational aspects of challenge inspections. A quota would be included in the
British system.

VERIFICATION OF CHEMICAL WEAPONS CONVENTION

Arms control treaty verification should be designed to provide assurance against
militarily significant violations, or at least sufficient warning to enable effective
'esponse. Careful analysis is required to define minimum activity levels that will
, onstitute a treaty violation. Verification cannot prove conclusively that a CW treaty is
being scrupulously observed, but it can be expected to reduce significantly the
nrobability and magnitude of undetected noncompliance. This section provides an
, verview of the types of verification that are feasible with current technology, but it
does not specify instruments. Verification of declared materials and facilities is likely to
:)c much easier than verification of compliance by means of challenge inspections.

l)elared Materials and Facilities

Sampling, plus tamper-resistant or -indicating container seals that can be
'ithf-ntieated, would allow high-confidence verification of declared contents of storage

f:VuciJties with known technology. Sampling before and after destruction, perhaps coupled
wdh video monitoring of the process, would provide sufficient verification of agent
i,;tr'uction. Simple visual inspectiorn might be sufficient to assure that operations have
o'ted Rt chemical weapon plants. Various sensors, coupled with facility seals, should
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provide high assurance that production does not restart. if the facility were converted to
a temporary destruction facility, its operation would require careful monitoring to assure
against reconversion. If facility destruction were taken to mean dismantlement or
razing, one-time simple visual inspection would be sufficient to assure facility
destruction.

Inspection, perhaps including sampling, would be allowed at the one small facility
producing CW agents for research or medical purposes that each State Party would be
permitted to operate. The inspection could verify plant capacity and assure that
significantly greater-than-declared quantities of agent could not be produced without
major equipment changes.

Inspection and sampling at key precursor facilities could verify that the declared
chemicals were being produced at the time of the inspection but might not be able to
detect process modifications. Therefore, techniques to detect residuals from past
production would be useful. In addition, chemical monitors could probably be installed at
key process locations to detect process stream composition continuously and verify
declared activities. Equipment size, coupled with material input and output data, could
provide information on the quantity of material produced. However, because of the large
volumes involved in commercial chemical manufacture, production uncertainties of even
a fraction of a percent could represent a significant quantity of material. This is a
possible weakness in verification at declared facilities.

Challenge Inspections

The purpose of challenge inspections would be to minimize the probability and
scope of undetected treaty violations. Challenge inspections would presumably be aimed
at looking for illicit production or storage of CW agents or key precursors. Relatively
small quantities could be militarily significant, and these materials have no simple,
common signature that would make them easy to detect remotely. The problems of site
identification using technical means would be extremely difficult for suspected
production in industrialized nations; for storage, they may be insurmountable, although
leaky weapons could probably be detected. Random searches of likely facility types and
human intelligence might be the best of many unsatisfactory approaches for maximizing
the chances of finding hidden material.

Possibilities for identification of illicit chemical production would be improved if
photographs, measurements, and samples could be taken near (or over) potential illicit
(UW sites. A Chemical Weapons Convention could include provisions for such in-country
monitoring. This might allow sufficient information about a large number of sites to be
collected to allay suspicions without actually requiring a full-fledged, intrusive challenge
inspection.

Agreed procedures for challenge inspections could be expected to be similar to

those for scheduled inspections. By visual inspection, inspectors could learn the scale of
processing, and they might be able to detect recent chnges in equipment configuration.
In addition. they could observe any extraordinary me8sures to protect personnel from

xic oorpounds or to clean up process effluents.
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A prerequisite for challenge inspections is a data base containing information
about all known CW agents and their precursors, by-products, and degradation products.
Information about standard production processes and their effluents is also needed to

define levels of agent-related compounds that could reasonably be expected.

Sanctions

If verification activities revealed evidence of treaty noncompliance, economic

and political sanctions could be mandated. The threat of sanctions would provide some
disincentive for treaty violation.

IMPLICATIONS OF CWC VERIFICATION

Implications for DOE

DOE and contractor facilities are expected to be eligible for challenge

inspections. On-site inspection (PSI) at a DOE or contractor facility could cause loss of
sensitive information or materials and direct and indirect financial costs. Possible losses
under several alternative inspection regimes should be carefully evaluated, but most DOE
security interests may not be put at significant risk during OSI if a few precautions are

permitted. Shrouding and containment of sensitive items could be effective in protecting
much classified information. Access limitations could be necessary in certain exclusion

areas or vital areas if protection were otherwise impossible. Basic nuclear weapons
information and materials could be protected from non-nuclear states by limiting
inspection teams at weapon facilities to citizens of countries with advanced nuclear
weapons capability.

DOE could have a major role in the development of technology for arms control

treaty verification. Before specific technologies are developed, it is necessary to
determine what requirements verification technologies are likely to encounter. It is also
necessary to compile information on existing technological capabilities and on prospects
for further development. For verification of the CWC, chemical detection, sampling,
and analysis instruments are the most obvious needs. Less obvious, but equally essential,
are appropriate computer data-base capabilities to analyze the large amount of data that
will be generated for CWC verification.

Implications for Chemical and Other Industries

Any industrial facilit, could suffer financial losses as a result of scheduled or
challenge on-site inspection for verification of a Chemical Weapons Convention.
Shrouding and other protection measures could bq costly. It is also possible that
production would be required to slow down or stop for at least the duration of the
inspection. Industrial facilities could also lose several types of information considered

vital to their competitive positions. Mere visual inspection of the plant could reveal to
an expert observer details of the process used. Sample compositions would reveal
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process specifications, but these could be protected by a coding system. Examination of
shipping records would reveal customer information as well. Procedures to protect

companies against these potential losses must be developed.

Regardless of the commitments made by industry trade groups or the steps that
may be taken to limit the extent of on-site inspections, some private firms may attempt
to resist an inspection because it allegedly violates their legal rights. In particular, they
may assert that the kind of on-site inspection scheme embodied in the rolling text
transgresses the Fourth Amendment. Fourth Amendment concerns are more easily
integrated into the routine, systematic international on-site verification inspections that
are envisioned for declared facilities than they are into challenge inspections. Options
exist for reducing the friction between the interests of controlling chemical weapons and
protecting privacy, while preserving the general approach to on-site inspections
embodied in the 1984 American proposal and the 1989 rolling text. These include
(1) development of specialized remote monitoring devices, (2) inducing voluntary consent
to be inspected, and (3) enactment of a federal statute to extend pervasive regulation
over chemical weapons to the chemical industry and to redefine the legal remedies
available to the subjects of on-site arms control inspections.

Implications of Possible Noncompliance

Because complete verification of compliance with a Chemical Weapons
Convention would be extremely difficult, it is useful to consider the utility of sanctions
and other remedies in the event that the CWC were violated. The chances of undetected
violations of the treaty could be reduced, the costs of getting caught raised, and the
potential benefits of using the weapons minimized. This combination of factors could
help make violation a less attractive option, even for a treaty that was not perfectly
verifiable.

Both economic and political sanctions could be envisioned to make the
consequences of being caught violating the CWC more costly. Any weapons or facilities
found in violation of the convention could be seized and destroyed. Direct financial
measures could include retraction of credit and credit guarantees. refusal and calling in
of loans, and punitive tariffs. Other economic measures could include restrictions on
exports of goods and technologies to the offending Party, as well as curtailing imports
from it. Political reprisals, including censure and breaking of alliances or diplomatic
relations, are also possible. If the Party violating the CWC actually used chemical
weapons, it would be possible to consider military reprisals.

The potential benefits to a violator actually using CW could be minimized by
appropriate precautions on the part of any nation judged to he a possible target. Another
method far mitigatinrg damage from a CW attack would be aid to the injured Party.

RECOMMENDATIONS FOR. )OE ACTION

The recommended actions fall into several categories. These include additional
ana!ysis, technology {& I), leg'al studies, and nput to interageney groups advising the
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negotiators. Analytical activities should receive high priority, because they serve to
identify further a, t ions and to direct ether projects to the most fruitful areas for
development. The final area for possible action, input to interagency groups, may be the
most important, because it represents completion of the feedback loop that enables DOE
to influence treaty provisions that might eventually affect it. The following list
indicates recommended actions, by category:

\ nalysis
- Verification technology requirements

Verification technology capabilities and possible developments
Impacts and effectiveness of alternative challenge-inspection

regimes
Development of model agreements

* Technology R&D
- CW data tase and process model
- Inventory control system and tags
- Sensitive remote monitoring
- Alternatives to process sampling

* Legal Studies
- Development of contract clause
- Constraints to OSI in laws of other countries
- Implementing legislation

* Input to Interagency Groups
- Access limitations
- Sanctions
- Cost-effectiveness of alternative challenge regimes
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1 INTRODUCTION

1.1 PURPOSE AND STRUCTURE OF THIS REPORT

The purpose of this report is to help the U.S. Department of Energy (DOE)
identify potential problems that might arise in verification of a Chemical Weapons
Convention (CWC) so that work on solutions can be started now. Although the focus is on
DOE interests, the results are applicable to other organizations as well.

The method is a systematic analysis of the agreed and possible treaty provisions
and the appropriate verification methods for them. The analysis reveals which provisions
are easily verifiable, which alternatives could lead to difficulties in compliance, and
where verification research i3 needed.

The report's recommendations will enable DOE to provide input to interagency
groups advising the negotiating team so that the U.S. position can take into account the
most verifiable and readily observable provisions. Agreement on such provisions would
allow DOE to plan for compliance with on-site inspection (0SI) requirements at its own
facilities with minimal costs and information losses. DOE can also provide information
to Congress concerning appropriate legislation to enable treaty compliance with minimal
legal difficulties. In addition, the workr identifies areas where further technical and legal
analysis, data collection and processin, development, and verification technology R&D
by DOE would enable more reliable, cost-effective, nonintrusive, and trouble-free
verification.

Section 1 provides background information on the history surrounding the current
treaty draft, which is set forth in Sec. 2. Section 3 examines what types of verification
are feasible for the items and activities to be limited. The implications of such
verification measures are discussed in Sec. 4. Finally, Sec. 5 presents recommendations
for possible actions that could be undertaken by DOE to expedite effective and
nonintrusive verification of a Chemical Weapons Convention.

1.2 PURPOSE OF CHEMICAL WEAPONS CONVENTION

The CWC would go beyond the ban on wartime use embodied in the Geneva
Protocol of 1925, dismantling the entire structure for manufacture and possession of
chemical weapons. The stated purpose of a Chemical Weapons Convention would be a
total ban on the development, production, storage, transfer, and use of chemical weapons
by ary nation. This is in keeping with the oveiall "objective of general and complete
disarmament under strict and effective international control. including the prohibilion
and elimination of all types of weapons of mass destruction." (The quotation is from the
1984 U.S. draft; the (o1rrent rolli'y text uses very similar language.)

While these are obviously admirable goals, it may be worth examining why there
is special interest in this one type of weapons by so many nations. First, many regard
chemical weapons as particularly horrible. This revulsion is presumably based on a
perception of the level of suffering they inflict on civilian as well as military personnel.
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Some regard poison as an illegitimate means of warfare. More important, however, is
the ease with which these inexpensive weapons can be produced and used, and the
effectiveness of small quantities of material. Nations that lack the technological
capability to produce ruclear weapons or the capital to purchase significant quantities of
conventional arms can easily purchase precursors for chemical weapons and even the
weapons themselves or, with a little more effort, the capability to produce them. On
October 19, 1988, the acting Commander-in-Chief of the Iranian armed forces said,
"Chemical and biological weapons are poor man's atomic bombs and can easily be
produced. We should at least consider them for our defense." 1

Table 1.1 lists countries that have declared they do not possess chemical
wePpons. 2 Some have also stated that they will not possess them in the future. Although
only the U.S. and the Soviet Union have officially admitted possession, "more than 20
nations now possess chemical weapons or the caLability to produce them." 3 Figure 1.1
shows countries known or believed to have chemical weapois. 4 Several of the countries
believed to possess chemical weapons, including France, Egypt, and Thailand, have
declared that they do not. There is considerable uncertainty concerning what is
possessed, and additional confusion arises as to whether production capability, stocks, or
delivery capability are included. This question is discussed in a recent paper on CW

proliferation. 5  The rapid proliferation of chemical weapons, and their recent use in
regional conflicts, provide the major impetus for a chemical weapons treaty.

1.3 STATUS OF CHEMICAL WEAPONS CONVENTION

Although their widespread use in World War I resulted in more than 100,000
deaths and a million casualties, gas weapons were not sufficiently predictable or
effective to justify their continued use. The Geneva Protocol, banning the use of gas and
bacteriological weapons by all Parties, was written in 1925 and approved by 118 countries
by 1980, including Iraq, Iran, and the Soviet Union. The total number of signatories was
129 by 1989, according to the French foreign minister, and increased by nine at the
January 1989 Paris Conference, with three more nations stating their intentions to sign.
However, many signatories qualified their accord to permit use against Parties not
abiding by the protocol.

Few incidents of chemical or biological weapons use were reported in World
War I1, although there was intensive research and development on new and more lethal
nerve gases, and stockpiles were produced by both sides. These weapons were discussed
in the general disarmament talks following the war. Eventually, it was determined that
an agreement on biological weapons alone would be easier to negotiate, and the
Biological Weapons Convention was first signed in 1972. T' is agreement, eventually
approved by more than 120 countries, banned development, production, and stockpiling of
bacteriological and toxin weapons, mandated destruction of any existing stocks, and
bound the treaty Parties to continue to negotiate for a similar ban on chemical
weapons. No verification provisions were included.
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TABLE 1.1 Countries That [[ave Declared Nonpossession
of Chemical Weapons

Declare Disavow Intent Exclude Future
Nnrposssion Only to Possess Possession

A rg nt i 1 1; Bahrein Afghanistan
u 1g:1r> Rel"'ium Australia
Chle Brai Austria
C hI, Canada Burma
c'")-'-, Denmark Federal Re-.obliLc

CL inea-Bis s ak of Germany (FRG)
C C .I, za K eny a Finland

v ,a ,,-V s Ii a1 f:>. Iry
L~h~coaMexLCO India
rrine ongo'ia lnd one sa

G e - a:- Dom)C rati Ic Netherlands Japan
RepubLic (CDR) Nicaragua Morocco

Greece Pakistan South Korea
Iceland Poland
Italy Senegal
Kuwait Spain
Madagascar Sweden
Malta Switzerland
N ew "'e a nd Tanzania
Norway Togo

PanamaTurkey
Papua New Guinea Venezuela

Pr u
Roman ia
South Africa
Thaiand
Uganda
Uni ted Kinpdurm

('-e I nam

SoIrco: Ref . 2.

C'hemival weapons negotiations have beon under way in Geneva, Switzerland, at
' F oulfrence (on Disarmament (CD) since 1980, when a working group ,as

-i 1 hed. T' KS. joined the Ad Ifoc Committee on Chemical Weapons in 1983. The
to) rnorri'r S tate; of' th e Conference on Disarmament and the 26 observers who are not
:erhe"s ot 'he CO D arc liseo in Table 1.2. 6,7 In 1984, then-Vice President Bush

',iiin it ted -a draft convention for consideration. T Ihis draft still represents the officially
pcW >h'r1.5. niegotiating position. Since then, the CD) has tentatively agreed on an

'vivrgworki ag vemsion, called the 'rnling text," that is similar in many repcsto
t , I' .5;. dIn t. The rm)lIinrg text is riot hi iW rig o)n 'Iny nation. Agreemrent has been
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TABLE 1.2 Members or the Conference on D~isarmament
and Observers Participating in Work or the Ad Hoc
Committee on Chemnical Weapons

Members

Algeia Vchos lovakia Paly P413Th

ArgenL in Egypt jalpan Rnmrvn ia

ALL;t rai EK upi Kepv i Sri Lanka
he: giu Fra 'nce mexic 1-r

Brazi G Moi7Y'7lia A.S.S.R.
Bulgz'ari "RG Morocco At.41 Or< n

Surma7; Hjnqar: Wh ir.ands In Ilo States'2

canayn : i 1 aN - i -;%,Ir, 1

Ch iC1 11 .iw - = . * .n

-- in P-r b1a

Observers

AuSr-i ra :rpla:nd OmAn Syr ia

Bangladcqh 1rar Plnri-uala Ttinii

Chile jordan Qatar Furloy

Denmark Li byai Senegal, / einar

Ghana New 0l- and Southb Korea rmbbhw-

Greoc North Kore~a Spain

ilard Norwa y Swi1tr pi and

Sourcon: Memers, Rot. b; Observers. RPe. 7.

reavhed on the basic provisions and verification thereof concerning declared stocks and

facilities and their destruction, but there is stil much discuss;ion of how to handle sites
suspuected of housing illegal stocks or production. Numerous details remain bracketed

due to disagreement. Inspection protocols and other lengthy addenda remi4in to ,e
written. T'rial inspections were held or planned in 18 countries (listad in Table 1.*3 0i 9 D.y

the spring of 1989 to help develop appropriate inspection procedares. The Swedish
delegat on to the Conference on lMiarnam ent is eul hg the best features for inclusion in
,he inspect ion protocol.

In addition to !he mnul tilateral negot iati ons, the U.S. i ad the Soviet U nion hive
seen ,),;rsuim1 bilateral negotiations on chemicail ;veapons. The tweft*h round oif hila' 'cal
'1k7 ;s !tu k Ion'o in :irst 1989. The Soviet Union agreedi to exchnuge data and -ccept

flsp~ctil'i)1' Ne a alt i Lteral treaty is formnlly eonided. 10 U.S oo eretary ot State

,JIV' 13eakf r nrd I 55.I.iin ist er f Kre ian .\FNfars Fd ;aard S-hev a rdna dze .ign (2( a
[n[IaR(I W'din 11~ understand inrg ()n September 23, 1989, at, their ,Jackson Hlole, Wyomning.

n'e ting. Dita exchanges will begin before the end of 1989, arnd visits to military and
ovian cherrnical weapons mi'duction and skwrtgp faif~tics thosen by !he host countries

Nil, 14g b ,J In :30, 1990. When a -rritilaterai troiaty i- teen-I tnrinent, detailed

dot i liIb x(i l ho ind! ha lt ngo i ii pv ti005 pern i tted.
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The U.S. and the U.S.S.R. have also announced plans to destroy significant stocks

of chemical weapons. President Bush, in his address to the United Nations, 3 offered to

destroy 80% of our stocks if the Soviets reduced to the same level and if verification
were agreed on. However, the U.S. had already scheduled 25,000 tons of obsolete unitary

weapons (about 80% of common estimates of current stocks) to be destroyed by April 30,
1997, and partially replaced with a smaller stock of modern binary weapons. The Soviet

Union was scheduled to begin destroying its stocks in 1989, at a rate dependent on the

progress of the CW negotiations, but has announced that it will not begin until the U.S.
ceases production. 12

An international conference was held in Paris on January 7-11, 1989, with 149

nations represented, many by their chiefs of state. The Paris Conference on the

Prohibition of Chemical Weapons condemned the use of chemical weapons, reaffirmed

the 1925 Geneva Protocol (adding 12 nations to the list of those formally adhering or

declaring their intentions to do so), and urged conclusion of the proposed CWC. Although
they did sign the Paris statement, several Arab nations argued "that they were entitled

to develop and possess chemical weapons as long as Israel was allowed to have nuclear

arms." 1 0 (More details on the status of events related to chemical weapons are available
in a continuously updated chronology of recent events, kept by the University of Sussex

and Harvard and excerpted quarterly in the Chemical Weapons Convention Bulletin.)

World reaction to reported use of chemical weapons by Iraq has been very mild;

they have not incurred the stringent economic and political sanctions or the widespread

moral denouncements that might have been expected. The U.N. Security Council

condemned chemical weapons use in the Persian Gulf War and stated it would consider
"appropriate and effective measures" if this happened again. 1 3 The European Parliament

called for suspension of weapon and relevant chemical shipments by the 12 European

Community members. 1 4 Japan increased restrictions on chemical exports. 1 5 The United
Kingdom, however, declined to condemn Iraq for use of CW against the Kurds pending the

results of a U.N. investigation. The U.S. Senate and House of Representatives both

passed bills in 1988 condemning Iraq and imposing unilateral sanctions, but a conference

version was never passed. A group of U.S. senators also called on the United Nations to
impose international sanctions on any CW user. 16 The Senate bill would have cut loans,

credit, credit guarantees, and exports of sensitive equipment to Iraq and stopped

petroleum imports. The House bill would have restricted exports only. 1 7  Former
President Reagan opposed the bills. New legislation has been introduced this session by

Senator Claiborne Pell of Rhode Island, aimed at CW users, and by Senator Jesse Helms

of North Carolina, aimed at suppliers of CW capability. Another bill, dealing with

sanctions, has been introduced in the House by Representative Mel Levine of

California.18 President Bush stated during the election campaign that "the nations guilty
of chemical warfare must pay a price.... Any government that resorts to such an outrage

must face the censure of all nations." 1 9 National Security Advisor Brent Scowcroft has

confirmed that the President would support sanctions against nations defying
international control of chemical weapon stocks. 20

An informal group, now including 19 nations, chaired by Australia, has worked
since 1985 to prevent shipment to probable insers of chemicals that can be easily
converted to chemical weapons. Other members of the group include the 12 European

Economic Community nations, Canada, Japan, New Zealand, Norway, Switzerland, and



15

the United States. The group has imposed voluntary export controls, but this effort has
obviously not met with complete success.

In view of the blatant violations of the Geneva Protocol by Iraq, and probably
others, it is important to consider how as many nations as possible can be persuaded to
approve and observe a CW treaty. It has been suggested that some developing countries
could be induced to sign in exchange for technical or economic assistance for their
chemical industries. Brazil and Argentina might need assurances that the rapid
development of biotechnology industries in their countries would not be hampered by the
treatv. 2 1 Some nations would be likely to sign only if their neighbors did so also. Egypt
has stated that it is "imperative that certain key countries, including those in 'hot'
regions, should become Parties simultaneously." 2 2 Bilateral U.S.-Soviet agreements are
expected to provide impetus for the multilateral agreement. With the 149-nation Paris
Conference endorsing a CW treaty, it is likely but not certain that the number of willing
signatories would be large; there are some potentially recalcitrant nations. A former
ambassador to the Conference on Disarmament has been quoted as saving that Iran, Iraq,
Syria, and Israel would not be among the nations to sign, and that the total number of
signatories would be less than 60. 4 American officials are reported to hope that 60-80

countries will eventuall sign. 23
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2 PROVISIONS OF CHEMICAL WEAPONS CONVENTION

The Chemical Weapons Convention would go beyond the ban on wartime use
embodied in the Geneva Protocol of 1925, dismantling the entire structure for
manufacture and possession of chemical weapons. Parties to the CWC would undertake
not to use, produce, retain, or transfer chemical weapons. In addition, all chemical
weapons and productinn facilities for them would be destroyed. The term "chemical
weapons" is taken to mean both toxic chemicals and munitions, but precise definitions of
treaty terms are not yet entirely agreed on. Basic agreement has been reached on
provisions concerning declarations of and destruction of existing CW agent stocks and
production facilities, on permitted activities, and on organizational structure. T.ose
tentatively agreed-upon provisions that are relevant to verification are discussed in
See. 2.1 and summarized in Table 2.1. Areas where negotiations are still needed are
discussed in See. 2.2.

2.1 PROVISIONS ON WHICH BASIC AGREEMENT HAS BEEN REACHED

Much of the language in the August 1989 rolling text (Ref. 1) is identical to that
in the U.S. draft (Ref. 2). The discussion here is based on the rolling tex.; differences in
the U.S. draft and other nations' positions are noted.

2.1.1 Entry Into Force (EIF)

The CWC would become binding and enter into force when signed by a specified
number of nations. Numbers between 40 and 60 are being considered at the Conference
on Disarmament. The current rolling text has 60 bracketed; the number in the U.S draft
is 40.

2.1.2 Organization

The Organization for the Prohibition of Chemical Weapons would be established
to implement the Chemical Weapons Convention. This organization would consist (f
three bodies with clearly defined responsibilities: the Consultative Committee or
(;eneral Conference, the Executive Council. and the Technical Secretariat, which
includes the International Inspectorate. Table 2.2 summarizes the functions. Under the
\merican draft, there would also be a Fact-Finding Panel, composed of five diplomatic
rripnh-rs 2nd - cnair, to be established by the 'onsultative Committee within 45 days
,fter the treaty enters into force, and a Preparatory Commission, to function during the
period from initial agreement until I'lF. A proposal for a Preparatorv C-)mmission is also
;ippeWded to the August 1989 rolling text.
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TABLE 2.1 Provisions Included in the Rolling Text and the U.S. Draft Covering
Declared Facilities and Stocks

Rolling Text
Article No. Title Content

III Declarations Each Party must declare all chemical ,eap:.,ns
and facilities for their production or
devel opment.

IV Chemical Access must be granted to declared stonks t.r

Weapons on-site inspection/on-site monitoring
(OST/OSM). Plans for destruction of st')ck-;
are required.

V CW Facilities must be closed and made available

Production for on-site inspection o.nd monitoring until
Facilities their planned destruction.

VI Activities Defines chemical schedules 1-3. Declarations
Prohibited and data monitoring will be checked by

OSI/OSM not irnairing processing. One small
facility is permitted tor research or medical
,iirposes.

VII National Each Party must adopt internal measures to
Implementation enable treaty implementation.
Measures

IX Consultations, Parties may initiate and must comply with
Cooperation and requests tor clarification of ambiguous
Fact-Finding situat ions.

Sources: Refs. I and 2.

2.1.3 Chemical Weapons

Within 30 days after the convention entered into force, each Party would be

required to declare whether it had any chemical weapons under its jurisdiction anywhere,

and whether it had received or transferred any such weapons since a date to be agreed
on. The location, quantity, and composition of the weapons would also have to be

declared.

Access to the sites for the purpose of systematic on-site verification would be
provided immediately after declaration. As in the Interr,,ediate -Range Nuclear Force
(INF) treaty, initial "baseline" inspections would be carried out to verify the
declarations. A team of international inspectors would verify the quantity and identity
of chemicals and munitions at each location and seal and mark treaty-limited items
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TABLE 2.2 Organization for the Prohibition of Chemical Weapons

Organ Descript ion

Consultative Committee Principal decision-making body, with ultimate
authority. All Parties represented.

Executive Counci! Oversees central management and promotes treaty
impLementation and compliance. Smaller number of
representat ives.

Technical Secretariat Executes veritiraLion measures and ensures
compliance. International agency, headed by
'Irector. Reports to Exec: tvo Council.

Source: Ref. 1.

(TLIs) for inventory control. Storage facilities would be subject to continuous on-site
monitoring (OSM) and systematic on-site inspection (OSI), with 48 hours notice and at a
frequency to be determined, to ensure against undetected removal of materials. If OSM
were not possible, inspectors would remain present. Removal to destruction facilities
would be verified by inspection of the shipment before and after transit.

A general plan for the destruction of declared materials would also be provided
within 30 days of ElF. Destruction would begin no later than 12 months after EIF and
finish not later than 10 vears after ElF. The Netherlands has questioned whether that
long a period is really required. 3 International inspectors would have access to CW
destruction facilities 30 days prior to the commencement of active destruction and
during the entire destruction operation. They would monitor the activities either by
physical observation or with devices. The schedule for destruction remains a subject of
debate, because each Part,'s security must be assured during the destruction period.
U.S./Soviet agreement may cvad the way to a resolution. France had suggested that
Parties be permitted to retain capability for producing a "securitv stock" for up to eight
years after EF, but the idea has since been abandoned.

2.1.4 Production Facilities

Within 30 days after the CWC entered into force, each Party would dee are
whether it had any chemical weapons production facilities under its jurisdiction
anywhere, and vhether it had received or transferred any equipment for production since
a date to be agreed on. The lWeations ind sope of activities for any chemical weapons
dv( ,, lopment facilities would also be declared. Activity at all production facilities,

V,4 pt thnt required For ,I osur,,, woflid he required to ese irnrmediately at El F.
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Within 30 days, a declaration would be submitted specifying actions taken for

closure, outlining plans for facility destruction, and outlining plans for temporary

conversion of any production facilities to weapons destruction facilities. Production

facilities would be closed within three months after EIF, in a manner that rendered them

inoperable. Closure of weapons production facilities would be accomplished by such

measures as prohibition of building occupation, disconnection and disabling of equipment,

and interruption of road and rail access. On-site inspection to verify cessation of

activities would occur within 60 days after submission of the initial declarations. A

combination of inspection and continuous monitoring with agreed-upon devices would be

used to indicate any resumption of activitv until the facility was destroyed. OSI would

also be used to verify temporary conversion for the purpose of OW destruction.

Facility destruction would begin within 12 months and finish within 10 years

after EIF, with the latter deadline also applying to destruction of eonvertpl production

plants. Plans for facility destruction would be sub-, itted to the Technical Secretariat for

approval between three and six (not agreed) months before initiation of destruction.

These plans would include appropriate verification measures using on-site inspectors.

The U.S. draft specif'es that facilities would be razed.

2.1.5 Permitted Activities

Each State Party would have the right to produce and use toxic chemicals for

peaceful purposes. In addition, each Party would have the ";-ht to produce and use, for

research, medical, or protective purposes, one metric ' , t'"'O Ng) per year of "super-

toxic lethal chemicals" (these includc CW ap-n. ,. I'oxic chemicals and their precursors,

which could be used for purposes proV-oited by the convention, would be subject to

international monitoring. Verification -ctivities would be required not to interfere with

peaceful chemical activities or endanger cont-,_i6, -. a. ,,,ft,rination. The degree of

monitoring would differ for the several chemical categories or "schedules" that are

defined (see Table 2.3). The U.S. draft proposed slightly different definitions for the

schedules. The compounds to be included in each schedule have not yet been agreed on,

but it has been decided that Schedule 4 will not be required. Inclusion of Schedule 4

would have greatly magnified the verification workload because of the increased number

of compounds to be tracked.

Verification measures for declared materials and activities would include on-site

inspection, on-site monitoring, and data monitoring. ()nly general guidelines for

verification are included in the CWC annexes; detailed model agreements would be

concluded by each Party with the treaty organization within three months after EIF. The

general guidelines would include granting inspectors unimpeded access to all parts of

facilities, permission to bring necessary instruments, and taking of samples for on- and

off-site analysis. Monitoring equipment and seals would be specified to be tamper-

revealing. Technological improvements could be adopted as they became available.

The single, small-scale permitted Schedule I facility would be visited by

inspectors promptly after declaration to verify the quantity and nature of the material

produced. The inspectors would also verify that the equipment capacity would not

permit excess production and would obtain additional information to allow planning of
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TABLE 2.3 Definition of Chemical Schedules

Schedule

Rolling Text U.S. Draft Description

A Super-toxic lethal chemicals produced for weapons,
and immediate precursors

2A C Key precursors that could be diverted to CW
product ion

2B Other super-toxic lethal chemicals that pose a
significant risk

3 Dual-purpose chemicals that could be used as
weapons

4a D Other super-tcxic lethal chemicals, not listed in

Schedule I

Sources: Refs. 1 and 2.

aNot included in August '989 rolling text (Ref. 1).

future verification activities at the facility. Schedule 2 chemical-producing and
-consuming facilities would also be subject to on-site inspection, on-site monitoring, and
data monitoring. There would be initial visits to verify declarations, and further
verification measures to be included in model agreements. Development of procedures
to be included in model agreements will be difficult, and should be started before the
CWC is signed to assure that they can be completed on time. The U.S. draft specifies
periodic inspection of facilities, on a random basis, also using procedures to be agreed
upon. Schedule 3 facilities would be subject to data monitoring only.

2.2 AREAS OF NONAGREEMENT

2.2.1 Challenge Inspections

2.2.1.1 Status

Although the United States and the Soviet Union have endorsed challenge
rispeotions, the issue is still controversial. President [ush publicly stated his support for
,hallerge inspections in a speech before the 1988 election, stating that "on-site



inspection on demand of suspicious facilities or plants must also be part of this

verification regime." 4  Challenge inspections are not included in the rolling text, but

they are discussed in an appendix to the Ad Hoe Committee report, which was written by

the chairman after consultations with the members; thi., appendix does not necessarily

represent a consensus. Brazil, China, and India have opposed challenge inspections, and

Sweden is concerned about frivolous challenges. 5 It is likely, but not entirely certain,

that the treaty finally agreed on will include provisions for challenge inspections.

The provisions for challenge inspections proposed in the 1984 U.S. draft (Articles

X and Xl), which represents our official negotiating position, and those appended to the

August 18, 1989, rolling text of the Chemical Weapons Convention are basically similar,

but some important differences exist. In both versions, any State Party has the right to

request a short-notice on-site inspection of another Party _nywhere at any time.*

Instruments and procedures are not specified.

2.2.1.2 Consultations

Both the U.S. draft (Article IX) and the rolling text (Article IX) provide for

consultations as the first resort to resolve compliance questions. The American draft

allows the question-  Party seven days to respond. If consultation does not resolve the

question, or is not chosen, challenge inspections are possible.

2.2.1.3 Eligible Sites

Although all facilities would be liable to be challenged, including those normally

slated for scheduled inspections, several possibilities for exempting facilities or limiting

the scope of inspection permitted could be considered. Facilities could be exempted by

inclusion on a list (presumably held as a secret), by facility type, or by criteria. However,

each of these approaches has disadvantages, and adoption of exemptions would require

backing down f-om "anywhere at any time" by both the U.S., which proposed it, and the

Soviet Union, wnich has publicly agreed to it.

2.2.1.4 Alternatives

Alternatives to full on-site inspection include explanations by the challenged

Party, proposal of a less int-usive insection method (e.g., perimeter measurements

instead of )SI), and limiting access to less sensitive parts of the facility. Both the

appendix to the rolling text and the American draft include some provision for

alternatives to on-site inspection of challenged facilities.

Under the version appended to the August 18, 1989, rolling text, all challenges
are relayed to the challenged Party, which in exceptional cases may propose an

*The Soviets have made it known that they will allow exemptions of private living

quarters from this provision; the official U.S. position is not known.
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alternative to full access. If the requesting Party rejects the alternative, the inspection
may proceed without undue delay. This procedure has potentially serious implications for
facilities with sensitive security, commercial, or privacy interests, because it eliminates
the right of refusal.

Article X of the 1984 U.S. draft (Special OSI) offers no alternatives or
exemptions for declared and government-owned or -controlled facilities. Government-
controlled facilities include agencies like DOE and contractors, which are broadly
defined to include anyone supplying goods and/or services to the government. Heavily
regulated industries are also considered to be government-controlled. 6 Any Party may
solicit from any member of the Fact-Finding Panel a request for an inspection of any
other Party. However, under Article XI (Ad Hoc Inspections), which covers facilities not
included in Article X, only those challenges deemed appropriate by the Fact-Finding
Panel are presented to the challenged Party. Article XI also permits the challenged
P irtv to propose an explanation and an alternative to full access; these are assessed by
the Fact-Finding Panel. If they are rejected, the request can be repeated; if it is denied
f'or a second time, the U.N. Security Council is notified. Referral of the problem to an
oversight body presumably does not result in inspection, but the appropriate
consequences are not yet defined. Thus, the U.S. draft incorporates a qualified right of
refusal for undeclared facilities not owned or controlled by the government.

2.2.1.5 Procedures

A time limit would be specified, according to the appendix to the Ad Hoc
Committee report, for the inspectors to be allowed entry. Under the American draft,
the Technical Secretariat would notify the Party to be inspected within 24 hours of the
request (or the decision by the Fact-Finding Panel to make such a request), and access
would be granted to inspectors within 24 hours after notification. The appendix also
states that inspectors would be granted access to the site area they deem necessary,
while the U.S. draft leaves definition of the area to be inspected to an unwritten Annex.
Abuse of this privilege could lead to overly intrusive inspections. The inspected state
could propose how the inspection would be conducted, but the decision would be the
inspectors'. Inspectors would be expected to inspect in the least intrusive manner.
Again, under the appendix, inspectors would be in control in a potentially very intrusive
situation.

The American draft calls for agreement in advance on procedures for all on-site
verification. Strict guidelines for all decisi-rns to be made during inspections would
provide consistency and predictability and would help to preclude confrontations on
site. The United States and the Soviet Union aro reported to have "reached agreement

,n a very complete, detailed proposal for the conduct of challenge inspectlons."

2.2.1.6 Number of Challenges

No treaty langunge exists on the subject of the number of challenges that would
he permitted, but the U.S.-Soviet memorandum of understanding allows each side five
ohailergxvs in the four-month period before a multilateral treaty is initiated. 8 The
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number of challenges any Party could call for, the number of times a Party could be

challenged, or both, could be limited by the treaty. Having a specific numerical limit
would open the possibility that a nation wishing to violate the treaty could first trick
other treaty Parties into exhausting their allowed challenges. If no numerical limit were
specified by the treaty, the number would probably be limited by the costs of inspection
and the fear that a Party challenged excessively would retaliate in kind.

2.2.1.7 Ad Hoc Inspections

Alternative or additional types of inspection have been proposed by the West
Germans and the British. The ad hoc inspections proposed by West Germany would have
the limited purpose of verifying that no unreported production of scheduled chemicals
was occurring. The eligible sites would include declared and nondeclared facilities; each
nation would be required to submit a national register of its chemical industry to the
Technical Secretariat. Facilities to be inspected would be selected at random (but with a
weighting factor included), thus avoiding the confrontational aspects of challenge
inspections. 9 These routine inspections could perhaps be less intrusive than scheduled or
challenge inspections, possibly limiting measurements to the site perimeter if no
evidence of noncompliance were found.

Under the British proposal, ad hoc inspections would be initiated by State
Parties, rather than by an international authority. Both civil and military facilities

would be eligible, and each Party would be obliged to receive an annual quota of
inspections. I U.S. Ambassador Friedersdorf has stated that "while the two approaches

are somewhat different, both have strong points that could be incorporated in an
eventual provision for ad hoc verification. We hope that such a provision can be
developed relatively soon." 1 1

2.2.2 Sanctions

11f verification activities revealed evidence of treaty noncompliance, sanctions

could be mandated by the Organization for the Prohibition of Chemical Weapons, on the
basis of carefully specified guidelines governing conditions under which they would be
imposed. The threat of sanctions might be expected to provide some disincentive for
treaty violation. The question of sanctions is not addressed in the American draft of the

Chemical Weapons Convention, but it is discussed in an appendix to the rolling text.
Current draft provisions at most refer possible violations to an international body (e.g.,
the U.N. Security Council), but no action is suggested. Egypt has called for insertion of
sanctions for treaty violation, to be applied without discrimination or delay, and France
has suggested an embargo on all product and technology deliveries to any state using
chemical weapons. East Germany has called sanctions a key issue to be discussed. The
head of the Iranian delegation to a recent conference in Australia on CW has stated, "If a
violation is discovered and nothing is done, then the treaty is a waste of time and
money." 1 2 The U.S. State Department accepts "in principle that some form of sanctions,
if appropriately formu!ated, would give the Administration an additional instrument

against countries that use chemical weapons and companies that aid proliferation.
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Application of such sanctions must be subject to executive discretion, and there must be
no automatic triggering or retroactive application." 1 3

A series of economic and political sanctions can be envisioned. Some could be

imposed by the U.N. Security Council, which has the authority to adopt international

sanctions in response to a threat to peace and could adopt a resolution declaring

violations of the Chemical Weapons Convention to be such a threat. First, any weapons

or facilities found in violation of the CWC could be seized and destroyed, perhaps along
with any support facility so that it would be more difficult to replace them. This could

be done in an orderly way under U.N. authority. The second, and probably the most
important, threat is economic sanctions. Imposition of such sanctions by a large number

of nations could make them highly effective. Direct financial measures could include
retraction of credit and credit guarantees, refusal and calling in of loans, and punitive

tariffs. Other economic measures could include restrictions on exports of goods and

technologies to the offending Party, as well as curtailing imports from it. Political
reprisals by individual treaty Parties, including imposing travel restrictions, censure and

breaking of alliances or diplomatic relations, are also possible, but these might have

limited effectiveness. Another possibility would be revocation of any privileges granted

under the treaty, such as the right to call for challenge inspections. This sanction would

be imposed by the treaty organization itself.
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3 VERIFICATION OF THE CHEMICAL WEAPONS CONVENTION

This section examines how a Chemical Weapons Convention might be verified.
First, in Sec. 3.1, we consider the purposes that verification should serve. Then, in
Sec. 3.2, we consider how -- and if -- the proposed CWC provisions could be verified so
those purposes were fulfilled at declared and undeclared sites. The approach is to
examine technical feasibility and determine if appropriate technology is available or
could be developed, rather than to select the most appropriate instruments. A complete
survey of both requirements for and capabilities of verification technology is
recommended before specific instruments are selected.

3.1 PURPOSE OF VERIFICATION

Arms control treaty verification should be designed to provide assurance that no
militarily significant violations of the treaty are occurring, and that any attempts at
violation are discovered in time to allow effective treaty-mandated response.* For the
purpose of this discussion, a militarily significant violation is defined as one that would
give one treaty Party a significant advantage over another in armed conflict or in

negotiations. The magnitude of CW activity that constitutes a militarily significant
amount differs according to the location and the scenario for weapon use. One author,
from Czechoslovakia, considers militarily relevant quantities of chemical warfare agents

to be on the order of 100 metric tons l while another source in France estimates
approximately 10 times this amount of agent to be the minimal militarily significant

quantity.2 The current U.S. stockpile is commonly reported to be about 30,000 metric
tons, and the Soviets claim stocks amounting to 50,000 metric tons. 3 Careful analysis is
required to define minimal levels that will constitute a militarily significant treaty
violation.

Verification cannot prove conclusively that a CW treaty is being scrupulously

observed. However, it can be expected to reduce significantly the probability and
magnitude of undetected noncompliance. It does this in several ways. First, by providing
a systematic regime of observation of each treaty Party, verification increases the
probability of detecting unauthorized activities. Second, verification would force the
potential treaty violator to take extraordinary measures to avoid detection. Such
measures might include covering or disguising the purpose of a facility, operating in a
remote or other unusual (and presumably inconvenient) location, running at night,
capturing all effluents, etc. All of these measures increase the cost of clandestine
operation and make t more difficult to accompl~sh widespread or large-scale violations.
Finally, 'he economic and political costs of being caught violating a treaty could be made
large enough to further discourage potential noncompliance. The combination of higher
costs ind lower nrobabilitv Of success reduces any expected gain and makes

noncompliance a less tttractive option.

*For somt reatios, but not a (Uhemiel Weapons Convention, it might also be expected
to provide coMpie'e assurance that the letter of the treaty was being observed
ex nct I.
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Insistence on verification does not imply that treaty Parties expect non-
compliance. Noncompliance by another treaty Party is a potentially high-consequence
event to consider ensuring against as long as its probability of occurrence is nonzero. If
verification can prove or build confidence that other treaty Parties are complying, no
Party has an incentive to violate the treaty to ensure against possible breakout by
others. Confidence can be further enhanced by cata exchanges, joint experiments, site
visits, and other measures outside the scope of formal treaty verification. Mutual
confidence also enhances the path of negotiation on additional arms control treaties.

Some areas of the world might be considered to be more of a threat than others
with respect to chemical weapons. Verification in such areas should be designed with
particular care. There is a question as to whether chemical weapon use by the
superpowers represents a real military threat. The Soviet Union could possibly achieve
significant advantage in Europe by using chemical weapons, but with other types of
weapons at its disposal, and the high assurance of escalation, the CW threat is relatively
low. As stated by a career foreign-service officer with the State Department, "Bluntly,
neither NATO nor the United States will lose Europe because of Soviet chemical weapons
use." 4 The greatest threat arises where CW represents a significant force multiplier to
the military power of a nation, as in the Middle East, where some Arab nations claim to
view chemical weapons as their counter to Israel's presumed nuclear force. In such
areas, verification must assure all treaty Parties that their neighbors (who represent a
real and present threat) do not have a CW capability. Verification of nonproduction in
these areas, which are not highly industrialized and would probably use the simplest
processes, should be a much easier task than in nations with large chemical industries in
which to hide illicit production activities. Treaty verification could also uncover some
illicit CW activities by terrorist groups and thereby reduce their chances of obtaining
significant quantities of CW materials.* Strict export controls could be expected to
deter shipments of CW precursors into these areas.

3.2 1IOW (AND HOW WELL) A CHEMICAL WEAPONS CONVENTION
COULD BE VERIFIED

Verification of declared materials and facilities is likely to be much easicr than
verification of compliance by means of challenge inspections. Declaratiom, represent a
cooperative measure. The host has identified what to look for and where; it is likely to
be there. Only facilities whose other interests can be protected satisfactorily are likely
to be declared. A challenge inspection, however, constitutes by definition an adversary
relationship; the inspecting Party is looking for something the host has, by omission,
declared not to be there. Not only must the challenging party identify something
unknown, but it muzt locate the site at which to search. The host may have other
interests there to protect, even if no proscribed activities or materials are present. It is
for these reasons that the provisions for inspection at declared facilities have been
ugreed on, while challenge inspections are still the subject of debate.

The problem of terrorism is beyond the scope of this report.
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3.2.1 Declared Materials and Facilities

There are not likely to be many facilities declared worldwide to handle
Schedule 1 chemicals. The number producing Schedule 2 chemicals has been estimated to
be on the order of 100, with on the order of 500 users. 5 The number of Schedule 2
producers and users is very similar to the total number (600) of facilities inspected by the
International Atomic Energy Agency (IAEA) Department of Safeguards in 1987.6 Many
chemical manufacturing plants in the private sector will be declared as Schedule 2 or 3
producing or using facilities. DOE has few facilities that would be declared to hold or
have the capability to produce chemical weapons agents or related compounds. The
U.S. Department of Defense (DOD) controls CW production and storage facilities.

This section outlines possible methods for verification of the types of materials,
facilities, and activities that would be declared under a Chemical Weapons Convention.

3.2.1.1 Verification of Chemical Weapons

Stockpile, Transport, and Storage Prior to Destruction. The purpose of
verification procedures would be to verify the identity and quantity of CW materials and
munitions in storage or transport.

Sampling, plus tamper-resistant or -indicating container seals that can be
authenticated, would allow high-confidence verification of declared contents of storage
drums with known technology. Careful handling and sealing techniques are needed to
ensure the safety and integrity of samples. Gas chromatography and mass spectrometry
are two technologies suggested in the rolling text for materials identification.
Assurance would be needed that material could not be removed from drums without
tampering with the seals. Facility seals (similar to those used by IAEA for fissile-
material accounting) would assure that the contents of a storage facility or transport
vehicle remain undisturbed. Improvements are possible in sample-taking and -handling
techniques, potentially important because of the highly toxic nature of the materials to
be sampled. In addition, development of techniques to determine the contents of a
seaied storage container would provide a safer, less intrusive means of verification. One
possibility would be to use infrared or ultraviolet spectroscopy to identify process
materials by means of optical fiber links.

The rolling text suggests but does not specify inventory-control procedures.

Data on facility contents should be entered into a carefully engineered computerized
data base that automatically adjusts totals and appropriately handles material
movemnnts and destruction. Cross-checks to determine any material unaccounted for

-mid also )e Inciuded. The data base could also include information on the scheduled
destruction dates for each batch of material and flag those coming due. Some individual
frailities are known to have already computerized data handling. The rolling text
,,g' ts development of procedures for data protection, authentication, and

trnsmission. l'his is one area where iAEA experience coin provide useful guidance.
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Destruction. The purpose of verification procedures would be to verify the

identity and quantity of CW agents and munitions destroyed.

Sampling before and after destruction, perhaps coupled with video monitoring of

the process, would provide sufficient verification of agent destruction. More

sophisticated and less intrusive methods, such as chemical sniffing of combustion gases if

the material were to be burned, could be used as they were developed in place of

sampling, provided the treaty and model agreements are not made too specific regarding
actual methods of verification. The rolling text would allow inspectors to request

samples, but it would not require them to do so. Safe methods for destruction of

chemical weapons agents and munitions must be assured. Some people in the U.S. believe
that current methods for opening old containers and destroying the contents do not
sufficiently protect against material releases. 8 The method currently used in the U.S.

for destroying old munitions and bulk agents is high-temperature on-site incineration, but
other, chemical methods are possible. The quantities of material to be destroyed are
sufficiently small and low-value that recycling need not be considered for economic or

conservation purposes.*

3.2.1.2 Verification of Production Facilities

Facility Closure. T- .pose would be to verify that CW production operations

had ceased at declared fa . _s.

Simple visual ",.spection would be sufficient to assure that operations had ceased

at chemical weapc .s plants. Permanent surveillance would not be needed, because these

plants would be -cheduled for destruction after closure. Various sensors, such as closed-

circuit TV anj/or motion detectors at key internal locations and portals, continuity
sensors to detect door opening, microwave or infrared intrusion sensors, and strain

gauges to Jetect vibrations, coupled with facility seals, could provide high assurance that
production did not restart. In fact, surveillance by national technical means (NTM) would

probably be sufficient to detect activity at a s'te, unless extraordinary measures were
taker, to hide traffic in and out and process effluents and heat. If the facility were
converted to a temporary destruction facility, its operation over that period would

rer uire careful monitoring to assure that it weren't converted back.

Facility Destruction. The purpose would be to verify that CW production

facilities had been rendered permanently inoperable.

The ease with which facility destruction could be verified would depend on the

definition of destruction adopted in the treaty addenda. If destruction were taken to

mean dismantlement or razing, one-time simple visual inspection would be sufficient to

"'fhis is not the case for materials in warheads taken out of deployment under the

Strategic Arms Reduction Treaty (START).
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assure facility destruction. If less extreme damage were permitted, some monitoring
would be required to assure against restarting.

3.2.1.3 Verification of Permitted Activities

Small Permitted Facility. The purpose would be to verify the identity and

quantity of the materials produced.

Inspection, perhaps including sampling, would be allowed at the one small facility
producing Schedule 1 chemicals for research or medical purposes that each treaty Party
would be permitted to operate. The issue here would not be what was being produced --
it would be known to be CW agents -- but how much. Monitoring of plant data would help
raise confidence levels that agreed production was not exceeded, but data monitoring
could only be expected to assure approximate quantities; deviations of several percent
from declared quantities would probably be undetectable. In the case of the small
facility, deviations would not be militarily significant (the one-metric-ton maximum
annual total production is defined to be insignificant; small deviations from this are even
more so). Inspection would verify the plant capacity and assure that significantly

greater-than-declared quantities of agent could not be produced without major
equipment changes. Visual inspection of reactor vessels, piping, storage areas, etc.,
perhaps coupled with some measurements of reaction vessel size, should provide
sufficient verification.

Production of Precursors and Related Chemicals. The purpose would be to verify
the identity and quantity of the materials produced.

The rolling text specifies on-site inspection and monitoring and data monitoring
for Schedule 2 facilities. As with any regime permitting sampling, less intrusive
alternatives would be desirable, especially since inspection must not impair processing.
Inspection and sampling could verify that the declared products were being produced at
the time of the inspection, but they might not be able to determine whether the process
had been modified. Techniques to detect residuals from past production would be useful
to provide evidence of prohibited activities no longer in progress. Their effectiveness
would depend on how well the area had been cleaned up when the activities ceased. The
Finnish trial inspection demonstrated that evidence of production of a related chemical
that had ceased two months earlier could be detected in wipe samples, air samples, and
waste samples, but not in process samples. 9  In addition, chemical monitors could

probably be installed at key process locations to detect process-stream compositon
continuously and verify declared activities. Optical-fiber probes inserted permanently
into process lines could be used to provide infrared or ultraviolet spectra to verify the

identity and amounts of materials present.

Examination of the size of the equipment, coupled with material input and output
dat, could provide information on the quantity of material produced. If the plant were
rir at a high capacity factor, total production would be known to within a few percent.
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If the plant were declared to run at less than full capacity, it might be possible to
produce significantly more material usinr inputs not on the declared data accounting.

However, various forms of monitoring could detect such undeclared production.

It is important to consider the precision to which material flows within a

chemical plant are known and recorded. If uncertainties of even a fraction of a percent
are the norm, a significant quantity of material could be unaccounted for because of the
large volumes involved in commercial chemical manufacture. Systematic diversion of a

small percentage of the output from a chemical plant could probably represent a
militarily significant quantity of agent-related material. This is a possible weakness in
verification at declared facilities. The U.S. Department of Transportation allows a 1%
discrepancy in hazardous-material transport data, so shipment records are only
accounted for to 1% accuracy. At the National Trial Inspection Site (AKZO Chemicals,
Inc., Gallipolis Ferry, W.Va.), this would result in an annual uncertainty of 5-6 tons of
trimethyl hosphite (used to manufacture dimethyl methyl phosphonate, a Schedule 2
chemical). 0

An important point on data from chemical production (Schedules 2 and 3) is that

data handling will be a not inconsiderable problem, and compatibility of equipment
among treaty Parties must be established. At present, some countries may not even be
collecting the relevant data, and infrastructure for measurement and data collection
would need to be established. Interpretation of the data would require a process model

detailing material flows.

3.2.2 Challenge Inspections

It has been argued that challenge inspections are unlikely to discover treaty
violations, which may be true. It is certainly true for scheduled inspections, mainly

because violations are unlikely to occur at all with the government's knowledge when
nations willingly sign a treaty that is in their best interests, and when the risks of
violation are significant. However, individual companies within nations that are Parties
to the treaty might be tempted by the high profits associated with dealing in contraband
merchandise. The question to be asked is, "If a violation were committed, how could
verification maximize the probability of its detection?"

DOE and contractor facilities are expected to be eligible for challenge
inspections under either Article X of the 1984 U.S. draft or under the version i

Appendix I to the report of the Chemical Weapons Convention Ad Hoc Committee. 7

Both versions allow "anytime, anywhere" inspections. These challenge inspections also
include short-notice inspections of declared facilities. "Right of refusal" remains to be
negotiated (see Sec. 2.2).

This section discusses what types of violations might reasonably be discovered by
means of challenge inpections. Relativelv small quantities (compared to production of

commercial chemicals) of agents or key precursors could be militarily significant (how
much should be determined), and these materials have no simple, common signatures
analogous to radioactive emissions that would make them easy to detect. One
prerequisite for challenge inspections (this would be useful for scheduled inspections as
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well) is a complete data base containing information about all known CW agents and their
precursors, by-products, and degradation products. In addition to such obvious
requirements as physical properties (color, odor, vapor pressure, boiling and freezing
points, solubilities, etc.), which are already tabulated, chemical properties (reactivity,
stability) and spectral data would be critical components of the data base. Information
about standard production processes and their effluents is also needed. The data base
could, of course, be used in two ways: given an agent, all of its properties could be
retrieved, perhaps for use at a declared facility; or, given a specific property (e.g. an
infrared absorption line), any agent or agent-related compound with that property could
be identified. A series of volumes detailing the compositions of known CW agents and
laboratory identification procedures for them, plus a computer data base of their
characteristics, has been reported in Finland.

Additional study is needed to develop the least intrusive means possible for
challenge inspections. This is related to the question of how sites for the presumably
limited (either by treaty, by funds, or by the fear of excessive challenges in return)
number of challenge inspections could be identified. It is anticipated that challenge
inspections would be aimed at looking for either illicit production or storage of CW
agents or key precursors. The problems of site identification in industrialized nations
using technical means are extremely difficult for suspected production (see Sec. 3.2.2.1);
Cor storage, they may be insurmountable (Sec. 3.2.2.2). J. Miettinen of the Finnish
Project on the Verification of Chemical Disarmament has been quoted as say'ing, "To say
we can discover all hidden stockpiles -- well, we can never say that." Random
searches of likely facility types, together with human intelligence, might be the best of
many unsatisfactory approaches to maximizing the chances of finding hidden material.
Iowever, searches at randomly selected sites might be unconstitutional in the U.S. Once
sites have been identified, characterization of the activities and materials present is a
less difficult task.

3.2.2.1 Suspected Production Sites

Site Identification. The probability of finding illicit production sites would, of
course, depend on how much trouble a Party committed to violating the treaty were
willing to take to conceal these activities. If verification could not assure full treaty;
('ompliance, it could raise the costs of noncompliance high enough to make it less likely.
(One possible itrategy might be to mandate verification to the level where cheating is
not cost-effective at the margin; that is, cheating would cost more than finding the
violation.) This discussion considers normal operation of a chemical production plant to
be the baseline. Actions that would hinder detection of illicit activity are noted.

Illicit production of CW agents could occur either at a facility purporting to have
s;omie entirely different purpose, or at a chemical plant producing other, permitted
,'nmDounds. Production of proscribed chemicals at a chemical plant would probably be
harder lo detect, because the general signs of chemical production would be expected
there. (Ftide a duck in a flock of ducks.) These signs mig;ht include tank-truck deliveries,
distillation columns, and stacks. While these signs could be sought elsewhere, it might
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make sense to coneentrite the search for illicit production at chemical plants (and plants
using key precursors). This would serve to dra 'ieallv reduce the number of sites to focus
upon. Signs of Schedle 1 production that might be observed during routine visits to
chemical plants include isointed equipm ent. extr.q scrubbers, protective clothing, tight

security, and laboratorv-analvsi3 equipment capabIe of dealing with toxic materials.

Capabiiities for site idetifieateon in irdustrialized nations by remote monitoring
means (i.e., NTM) are limited, bcau'sr the Pruoesses have no unique signature. Ideally,
CW agent production would Viekd 'e!lltai by-products that went up the stack and could be

detected by a spect-nmeter in el'. ,. (\'ot all tre'atv Parties are likely to have their
own sateilites, so relevant NT \': nhth a to, be sharCd1e with the CW Executive
Council if it were netosr ' u i he e,'allenge.) To mask the illicit activity, a
earbon-absorption filter !oeud per.:lps be added to the effluent line. Heat releases might

be detectable by infrared chot e.raphv, but this would only provide evidence of the
existence, not the nature, of a processing ctivity. Similarly, vehicular movement in and
out of a site orovics nionseeCifi,' evidence for activity. :\dditional means for remote

detec ion and identifitietin of chemical production couid be sought.

Possibilities fo: idcntifiation of illicit chemical production are improved if
measurements and sa:r es can be taken near kor over) potential illicit CW sites. The
effluent and environmental sampling techniques described in our previous report 1 3 could
al be applied. Effluents could be sampled for routine release of agent hydrolysis
products. or monitors coul,1 be installed to detect occasional, unplanned releases of

agents or precursors. More information is required on the details of CW production
processes to assess the effectiveness of such techniques in identifying the activities at
production plants. ,A Chemical Weapons Convention could include provisions for such in-
country monitoring. This might allow sufficient information about a large number of
sites to be collected to allay suspicions without actuallv requiring a full-fledged,
intrusive challenge inspection. A\lternatively, a pre-challenge could be permitted to
allow limited data collection at a possible site. The number of such pre-challenges could
be considerably greater than the number of actual challenges, because they would likely

be considerably less costly and less intrusive.

Inspection at Challenge Sites. Neither the appendix Lo the Ad Hoe Committee's
reDort nor the U.S. draft specifies procedures for use at challenged facilities. Several

uncertainties lead to a wide range of possible scenarios for challenge inspections. The
first uncertainty concerns the length of time allowed between challenge notification and
inspection, and whether there is a stnnddown at the challenged facility during that

time. A chemical production facility can be switched from one product to a similar one
in a relatively short period of time (perhaps 24 hours). 1 2 If the time between inspection
notification and the beginning of the inspection permitted plant personnel to halt illicit
production and destroy proscribed materials, it would be more difficult to find, but
complete cleanup of any real violation is probably impossible. Techniques for identifying
remaining trances of activities ht have )ee.-n halted or materials that have been

destroyed would be important here.
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Ideally, challenge inspections should take place before the product can be
changed, or activity should be stopped to prevent any such change. The appendix to the

Ad Hoc Committee's report calls for inspectors to arrive within 24 to 48 hours (not yet
agreed) and for the site to be secured. This would prevents removal of materials
relevant to the inspection, but it would not stop internal activity.

The inspected facility may have unrelated security interests that it wishes to
protect before inspectors are permitted to enter. Sufficient time should be allowed for
legitimate site preparation. The goals of inspecting in a timely manner and allowing
time to secure sensitive information may be difficult to satisfy simultaneously. Under
the appendix, the host may propose protection measures, which the inspecting Party may
or may not permit. The U.S. draft calls for protection of sensitive information and
therefore embodies less potential for loss of sensitive materials and information.

Once inspectors are permitted to enter a challenged site, several guidelines for
thp ir conduct are proposed, but no definite procedures are agreed upon by the

Conference on Disarmament. The U.S. and the Soviet Union are reported to have agreed
on procedures. Agreed procedures could be expected to be similar to those for scheduled
inspections. The U.S. draft states that procedures for collecting samples and taking
photographs should be developed, and the appendix could plausibly be interpreted to allow
sampling, since the rolling text does so for other scenarios. Otherwise, the equipment to
be used is not specified, but both versions of the text suggest that technological
developments should be taken into account to maximize the effectiveness of the
inspection. This opens the door for use of more sensitive and selective and/or less
intrusive instruments that might be developed. It is unclear, however, whether the shift
would be to greate- sensitivity and selectivity with the same intrusiveness, or to less
intrusiveness.

As with the scheduled inspection of chemical plants, substitutes for sampling
would probably be safer and less intrusive. These include means for interrogating a
vessel without opening it and trace analysis of air samples for signature compounds
related to CW agents and for extremely low levels of agents themselves. Information is
required on levels of agent-related compounds that could reasonably be expected. (Toxic

levels would presumably not be present in a workplace.) Some of the agent detectors
described in a recent Chemical Research, Development, and Engineering Center
(CRDEC) report might be sensitive enough for this purpose.1 4

Inspectors can learn some thinps about a facility by visual inspection. They can
learn the scale of processing, and they may be able to detect recent changes in

equipment configuration. In addition, if they are familiar with chemical process plants,
they ean tell whether extraordinary measures have been taken to protect personnel from
presumubly very toxic compounds or to clean up process effluents. Data examination
would he a confidence-building measure, but the suspicion that a "second set of books"
was t)eing kept just for inspectors would be difficult to overcome.

3.2.2.2 Suspected Storage Sites

Prospects for identification by technical means of locations holding clandestine

stocks of CW agents are not promising, because no remotely visible signature is expected
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to be present. However, if production is strictly monitored for several years, fears about
hidden stocks may be expected to diminish, because such stocks would be aging and
therefore might have lower expected reliability and utility. In addition, as delivery
systems for them become obsolete, the utility of old stocks is further reduced.

The first factor affecting the difficulty of finding hidden stocks is the quantity
of material sought (presumably related to however much is determined to be militarily
significant). The smaller the quantity, the easier it is to hide; however, the amount must
be militarily significant to be worth hiding. The second factor is how well the containers
are sealed. Leaky weapons, if not enclosed in larger containers like some old U.S.
munitions, could probably be detected from relatively close range with a chemical
sniffer. It would be useful to know what leakage, if any, would be expected from more
modern standard containers or munitions.

If a suspected storage site were identified and challenged, sampling might be

permitted. This would conclusively identify the material present.
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4 IMPLICATIONS OF CHEMICAL WEAPONS CONVENTION VERIFICATION

This section examines the possible implications of the Chemical Weapons
Convention (CWC) verification regime described in See. 3. Sections 4.1-4.3 set forth
implications for the U.S. Department of Energy, other government agencies, and the
chemical and other industries. DOE would be affected because it could take the lead
role in development of technology, both for verification and for protection of sensitive
information. All organizations share similar concerns about potential losses of
information they guard and about potentially large financial costs of being inspected.
Private firms subject to inspection could resist on Fourth Amendment grounds; several
options are presented for :nitigition. 'nere are also potentiall\ high costs involved with
carrying out inspections. These include the costs of manpower, travel, and equipment,
both for inspection and for protecting the inspectors,* as well as the costs of setting up
and operating the appropriate agercies. These costs are not detailed here, but they do
require study. The section concludes with an examination of the implications of
recognizing the imperfect verifiability of a CWC (Sec. 4.4).

4.1 IMPLICATIONS FOR DOE

4.1.1 OSI at DOE and Contractor Facilities

Inspection at a DOE or contractor facility could have several implications,
including loss of sensitive information or materials and direct and indirect financial
costs. (See our previous report.)I Verification of CW treaty compliance is one of the
most difficult technical challenges facing arms control researchers, and relatively
intrusive means may be required. In addition to on-site inspection, which permits direct
access to anything in a facility, data monitoring of contractors might allow access to a
variety of company records that would reveal process information and customer
information as well. This will be discussed further, along with possible losses of other
proprietary information, in See. 4.3.

4.1.1.1 Potential Losses of Material and Information

In the case of DOE and its contractors, it is worth identifying and analyzing the
actual dangers involved in potential losses during on-site inspection. What kinds of
materials might be lost, and what value might they have to an inspector trying to acquire
intelligence information? DOE has responsibility for special nuclear materials (SNM),
and facilities housing such materials could be subject to challenge OSI. An inspector
could certainly carry and hide on his or her person, in a few trips, enough material to

*Potential health and safety problems are possible during scheduled or challenge

inspections for chemical weapons because of the extremely toxic nature of the

materials involved. Personnel protection equipment should be used when appropriate to
guard against toxic levels of CW agents.
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produce a weapon, but several factors make this type of theft highly improbable.
Inspectors will be observed by the escort team, but complete reliance on this method is
unwise and unnecessary. First, SNM supplies are locked up to protect both them and

personnel. Significant quantities are kept only in vaults in material access areas, and
these areas are subject to strict access controls, including exit searches and portal
monitors.1 Inspectors could presumably be denied access to vaults, which are generally
too sma!l to hold significant quantities of CW agents. Second, inspectors can be required
to put on and return after the inspection protective coveralls without pockets to make
taking of all but swipe samples very difficult. A swipe sample might allow quantitative
determination of the material processed at the facility, but this information probably
would be of limited utility. Finally, inspectors can be expected to pass through radiation
or metal detectors after the inspection, both for theft detection and for their own

safety. Even small samples can probably be detected this way. Therefore, SNM are not
likely to be lost during an on-site inspection.

Several types of classified information could be considered to be at risk during
OSI. The most difficult of these to protect concerns design information or the existence
of processes or objects that are difficult to cover. An exclusion area is a DOE security
area where mere access results in exposure to classified matter. Careful consideration
should be given to what value this information would have to a potential enemy. If the
sensitive area were really worth protecting and could not be sufficiently shrouded, it
might be possible to limit or deny access. Portals, vents, and other facility outlets could
be monitored, and probes could be placed inside by authorized personnel. Vital areas
(housing equipment that would cause interruption in a national security program if it
failed) could be subject to the same access limitations if inspection were judged to pose a
real danger to operation.

Access could also be limited by nationality. Even though team members will be
ca fully chosen and expected to adhere to a strict standard of conduct, they are foreign
nationals who will observe and learn from their visits. The l":el of concern here depends
on whether or not the nations represented already know the sensitive aspects of the work
conducted at the inspected facility. For instance, a Soviet visitor to a U.S. nuclear
weapon factory might conceivably ascertain how to improve weapon-production

efficiency (if key weapon-production equipment were not shroudable), but this
information probably would be of limited technical value compared with the knowledge
that might be gained by an inspector from a non-nuclear state at the same facility. If
this is the case, a possible solution to this problem would be to restrict the composition
of teams inspecting sensitive facilities. For instance, basic nuclear weapon information
could be protected during inspection of nuclear weapons plants and material production
faciilties by allowing only inspectors from advanced nuclear-weapon states.
ComPartmentalized data would still require protect:on. Such a plan may encourter

resistance from nations that feel discriminated against by this procedure. The IAEA may
fuav, reievant experience.

Classified documents could routinely be placed inside safes, desks, or boxes (as
they are :n many facilities) and thereby protected from viewing by inspectors. Inspectors
wo,.ld neither need nor be oermitted to onen the en-J 1.ne"s, but they could be permitted
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to put probes on or in them. This system should be sufficient to satisfy inspectors'
legitimate concerns and still safeguard classified information.

The final category of information, which is more difficult to define, concerns
operation security (OPSEC). Information about personnel names, facility size, operation

schedules, protection procedures, etc. could be useful to a hostile Party. Some
information of this type could presumably be protected by covering or disguising

sensitive items, such as nameplates, and by altering the procedures used during the
inspection, but some of this information may not be proteotable. Repeat visits to a site

are likely to compound the possibilities for information loss. Further investigation is
required to confirm the efficacy of the suggested protection measures and to identify

and evaluate any unavoidable losses.

In summary, poss:ble ,osses under several alternative inspection regimes should

be carefully evaluated, but most DOE security interests are unlikely to be put at
significant risk during OSI if a few precautions are permitted. Shrouding and

containment of sensitive items could be effective in protecting much classified
information. Access limitations could be necessary in cc-tain exclusion areas or vital
areas if protection were otherwise impossible. Basic nuclear weapon information and
materials could be protected by restricting composition of inspection teams.

4.1.1.2 Financial Costs

Financial costs of undergoing inspection include direct and indirect

expenditures. Direct expenditures include purchasing and installing shrouds and

containers for protection of sensitive items and tagging and sealing TLIs. In the case of
a CWC, DOE probably will have few, if any, TLIs. Financial costs for monitoring

equipment vary, from simple devices in the $100 range, such as flowmeters, to in-line

composition-measurement devices, which might cost thousands of dollars each. Total
costs for installation of several monitoring devices at each eligible facility could be

substantial. One source estimates the costs for equipment to monitor one plant at about
$250,000.2 It will be necessary to decide who pays these costs. Possibilities include the

entities monitored, their national governments, and the international inspectorate.

Shrouding at facilities where there are large numbers of objects to cover could

be costly, in part because the materials used must meet flammability standards. DOE
has some preliminary cost data for site preparation. Less expensive materials could be

sought, as well as other protection measures that might be less time-consuming to

implement.

Indirect financial costs result from disruptions of normal operations. Production

facility operations might need to be shut down for safety reasons in the event of an
inspection, to allow inspectors unrestrieted access to ,quipment areas, or because the

facility could not operate with shrouds in place. In addition, the plant operators might
not want the inspectors to observe normal operting procedure or have access to plant

personnel.
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Costs to the inspecting Party ur organization of carrying out treaty verification
have not been examined in detail. The IAEA conducted more than 2,100 inspections at
600 facilities in 1987, at a cost of over $40 million. 3 The total cost of the U.S. trial
inspection, including extensive planning, was estimated at $100,000. 4  No equipment
costs are believed to have been included in this estimate. There are additional costs for
the infrastructure that will be needed to oversee the verification operations, as well as
costs for R&D on equipment and protective measures. Costs for alternative inspection
regimes should be estimated, compared, and weighed against the projected efficacy of
each alternative. Agreement must be reached on allocation of these costs among treaty
Parties. Some nations with no reported CW capability (e.g., Venezuela) may be willing to
sign a treaty but unwilling to foot the bill.

4.1.2 Verification Technology Development

DOE could have a major role in the development of technology for arms control
treaty verification. The most important reason is the vast array of expertise in basic and
applied soience available at the DOE national laboratories. Another reason is that DOE
has many sensitive facilities that might be subject to inspection under a Chemical
Weapons Convention, and the Department therefore has an interest in the development
of acceptable, nonintrusive verification technology.

Research is needed in several areas with regard to verification. Before specific
technologies are developed, it is necessary to determine what requirements verification
technologies are likely to encounter. In the case of CW, this means compilation of an
extensive data base of all known agents, their properties, and their production processes,
with special emphasis on process effluents. This data base would provide chemical-
detector researchers with necessary information about what types of materials they
might be identifying, at what concentrations. It is also necessary to compile information
on existing technological capabilities, and on prospects for further development (see
Ref. I for more detailed suggestions for such a survey). Two recent studies surveyed
technologies available for agent detection, but these did not include capabilities for
detection of production activities. 5' 6 Another study has briefly described technologies
that could be used for chemical detection. 7 These could De used as the basis for a more
complete survey, which would include sensitivity and applicability.

For verification of the CWC, ohemical-detection, sampling, and analysis
:istruments are the most obvious needs. Technologies enabling identification of
chemicals by relatively unintrusive means are especially desirable. Examples include
radiation interrogation to identify contents of a vessel without sampling or probing and
itifrared ;pectroseopy for remote identification of effluent gases. Appropriate, cost-
, 't'e,tive, and secure measures to protect sensitive items must be proven.

Less obvious, but equailv essential, will be appropriate computer data-base
,ipabi!ities to track and analve the large amounts of data that will be generated for
( WC verification. Existing stocks and facilities will require inventory control and
effective tagging and seals, )ut this is a relatively minor task compared with tracking
prodwtion data from the worldwide ehemical industry and use data from the myriad
indu:.tries that use scheduled chemicals. The chemical industry in the U.S., Canada, and
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several other industrialized nations is highly regulated, for environmental reasons, and
already provides national governments with extensive data, which could be used for

,erifieation. Data on raw material use, production volume and method, and effluents are
available. However, the data available differ in content and form from nation to nation

and may not be entirely compatible or compiete from the standpoint of verification. In

addition, less developed nations may not collect the data at all.

The system must include an industry process model to account for material
inputs and outputs throughout the industry. Not only must the system track these

interconnected data and cheek for consistency or losses, but it must also be compatible
with and accessible to all treaty Parties, while still manaping to protect from

competitors any information that could ae considered proprietary. The system must also
be sufficiently flexible to be easily usable by less developed countries with small

chemical industries, as well as by nations with very complex industrie.;. A prototype data
base that may satisfy some of these requirements has been developed by the Finnish
Chemical Weapons Disarmament Verification Research Project for storage and handling
of CWC verification data. This prototype runs on a MicroVAX I1 and is available for

international experimentation and evaluation. 8

4.2 IMPLICATIONS FOR DOD AND INTELLIGENCE AGENCIES

Facilities of any government agency or its contractors could be subject to OSI
under a CWC, with all of the attendant costs and disruptions of normal operations. The
U.S. Department of Defense (DOD) would have special security concerns regarding its
classified information, weapon storage and deployment, and all missile-related

activities. Analysis of the actual risks of loss would be required to evaluate the
seriousness of these concerns and the possibilities for protection measures. Presumably,

consideration of the nationality of the inspectors could be a concern for DOD as well as
for DOE. DOD would also incur the costs of tagging and sealing any TLIs. It is not yet
known who would bear the costs of weapon and facility destruction.

In the U.S., the single, small permitted facility would likely be government-

owned and controlled, so legal problems with inspection wouil be unlikely. In addition,

the facility could be either an isolated, single-purpose plant or a plant sufficiently

separated from other buildings at its site to alleviate potential information security

dangers to unrelated activities from the presence of foreign inspectors.

The U.S. Central Intelligence Agency (CIA) and other intelligence agencies have
their own special concerns because of the extreme secrecy not only of the exact nature

of their activities, but also of those activities' very existence.
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4.3 IMPLICATIONS FOR CHEMICAL AND OTHER INDUSTRIES

4.3.1 Financial Losses

Any industrial facility -- whether a government contractor or supplier, whether
in the chemical industry or in an industry using chemicals as process inputs, or even one
not in any of these classes but nonetheless subject to challenge inspections -- could
suffer financial losses as a result of on-site inspection for verification of a Chemical
Weapons Convention. Shrouding and other protective measures could be costly. It is also
possible that production would be required to slow down or stop for the duration of the
inspection, although this was not necessary at the U.S. National Trial Inspection. This
interruption of normal operations could be for safety and logistics reasons; it might be
unsafe or physically impossible for inspectors to go where they want to while the
equipment is running. Also, plant managers might believe that proprietary information
would be at greater risk if the operation were viewed during actual running conditions.
Further production losses could be expected if there were a standdown after
announcement of the inspection but before the arrival of the inspectors, or if time were
required to shroud or otherwise protect the facility prior to inspection, and then to
restore normal operating conditions afterward. In addition, some types of processes
require fairly long startup periods while temperatures, pressures, or other conditions are
brought up and stabilized, during which time the product may not meet specifications.
Further financial losses would be possible if any damage ,Nere caused by the visitors in

the facility.

4.3.2 Information Losses

Industrial facilities could lose several types of information considered vital to
their competitive positions. Mere visual access to the plant could reveal to an expert
observer details of the process used, such as a unique piping configuration, the use of
high pressure, or an extra purification step. If the process were running, exact process
conditions and rates would be revenled. Sample compositions would reveal process
specifications, but these could be protected by a coding system so that the analyst did
not know the source of the sample. Production data would reveal actual quantities and
purities of both inputs and outputs, and therefore, process efficiencies. Examination of
shipping records would reveal customer information as well.

Procedures to protect companies against these potential losses must be
developed. One possibility would be to restrict inspector access to especially sensitive
areas, such as control rooms. On the other hand, if sufficient process information,
perhaps including remote video monitoring, were available in the control room to satisfy
th( inspectors, access might be restricted to the control room only.

In addition to proprietary information, the inspection might reveal violations of
environmental regulations, and some system of waivers might be needed to induce a
facility to allow inspection under these conditions.
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In the U.S., the Chemical Manufacturers Association (CMA), which represents

95% of the chemical producers, is providing input to the government to minimize the
impact on its member companies. It has committed itself to allowing inspections

(including declared and undeclared facilities) and providing data, but it remains

concerned about losses of proprietary information. The CMA has contributed papers on

draft inspection protocols and on methods of safeguardingZ proprietary information
revealed to the enforcing agency. It has allowed government examination of its plants

and procedures to familiarize the examiners with actual industry workings and has hosted

a mock inspection of a Schedule 2 site.

National governments have successfully protected company proprietary data

from other companies. The U.S. Environmental Protection Agency's Confidential

Business Information System could provide a model for the international CW inspectorate

to do the same. Extreme care would be required in developing procedures for handling
proprietary data and in selection and training of the international staff responsible for

the data. Detailed data could be blocked off, with access to specific information

restricted to a small. select set of analysts, while only aggregate or processed data would

be available to the general inspectorate.

4.3.3 Fourth Amendment Problems of On-Site Arms Control Inspections and Monitoring

Regardless of the commitments made by industry trade groups or the steps that

may be taken to limit the extent of on-site inspections, some private firms may not be

satisfied with the resulting system. Instead, they may attempt to resist an inspection

because it allegedly violates their legal rights. In particular, they may assert that the
kind of 0SI scheme embodied in the rolling text transgresses the Fourth Amendment.

The Fourth Amendment to the Constitution of the United States has become

perhaps the broadest shield protecting private citizens against government intrusion. It

states:

The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place
to be searched, and the persons or things to be seized.

The most often-cited formulation of what the Fourth Amendment covers was

written in 1967 by Justice John Marshall Harlan in Katz v. United States:9

There is a twofold requirement, first that a person have exhibited an
actual (subjective) expectation of privacy and, second, that the
expectation be one that society is prepared to recognize as
oreasonable."

Other decisions have established that the Fourth Amendment protects private
homes and persons, as well as businesses, albeit the latter to a somewhat lesser degree

(see, for example, Ref. 10). The general rule is that a valid search warrant, issued by a

neutral magistrate upon a showing of "probable cause," is a prerequisite to a
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constitutionally valid search. Because judges are institutionally independent of law-
enforcement agencies, this is thought to provide a measure of insulation from
unreasonable invasions. Exemptions from the warrant requirement exist, but they are
not favored by the Supreme Court (see Ref. 11).

The search process also determines, in part, its constitutionality. Searches that
are limited in scope and clearly defined in advance are more likely to pass constitutional
muster than those that are sweeping or sporadic. Governmental violations of the Fourth
Amendment may be met either by a court injunction to prevent a search or by an award
of monetary damages to compensate losses if an intrusion has already occurred.

Naturally, the mechanics of on-site inspections for the entire world cannot be
expected to bend to the American requirement that a court issue a warrant before the
Organization, at the behest of another State Party, could enter an American business or
home to enforce its treaty rights. Indeed, neither the 1984 American draft t 2 nor the

ust lon 1 ,;- +,..+13rc! -roid specifically for warrants for any of the types of on-

site inspection they would create, although both may be sufficiently tlexibie to
accommodate warrants for some inspections.

Yet it seems unwise to assume that nobody would ever resist such an inspection
by going to court and demanding an injunction. If it could prove that an impending on-
site inspection would violate its Fourth Amendment rights, a private business might be
able to obtain a court injunction prohibiting the search. 14 An injunction against an on-
site inspection would probably breach a Chemical Weapons Convention resembling either
'he American draft or the rolling text.

Assuming that such a court fight ensued, it is uncertain whether the Fourth
Amendment warrant requirement would apply at all to searches involving foreign
affairs. The Supreme Court has never ruled on the question, and lower courts have split
on the cases that are most closely analogous. On the one hand, the interest of Americans
in privacy is not inherently reduced because the inspection is by an international
organization. On the other hand, the international sensitivity of on-site verification
pursuant to a treaty would create a strong national-security interest in compliance.
Nobody can guarantee the outcome of a test case. Therefore, prudence demands a closer
look at what might happen if a court were to decide that the Fourth Amendment applies
to on-site arms control inspections.

As was discussed in See. 2, the rolling text envisions two distinct types of on-site
:r.spections -- routine, systematic international on-site verification inspections of
d2clared facilities under Article VI and challenge inspections under Article IX -- neither
,)C which is characterized as refusable by the State Party of which inspection is sought.
The 1984 American proposal differs insofar as its inspection scheme distingui'hes
,.halleng(_ inspections at locations or facilities that are less likely to be involved in illicit
'neroical weapons production by allowing them to refuse such inspections. 1 5
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4.3.3.1 Routine, Systemati! International On-Site Verification Inspections

Fourth Amendment concerns are more Pasily integrated into the routine,

systematic international on-site verification inspections envisioned for declared facilities
(by Article VI of the rolling text) than they are into chaiienge inspections. It is possible
that various provisions in the treaty could be construed to permit American officials to
seek warrants prior to such inspections. For example, the rolling text requires execution
of a separate agreement between each State Party and the treaty organization to govern
the conduct of these verification inspections pursuant to permitted activities under
Article VI. This creates the possibility of accommOdating a warrant procedure for

searches of American firms. If warrants can be sought tinder the treaty, an

administrative search scheme reiying -,: warrants could be devised that [night be
constitutional. 1 7 Such a scheme would entail the development of an orderly and logical
plan for all similar facilities and its prior approval by a court.

If an administrative search scheme relying on warrint- were inconsistent with

Article VI, then ine authorilv to conduct warrantless inspections or monitoring might
have to be derived from one of the few recognized exemptions to the normal warrant
requirement. Extensively regulated businesses are sometimes subjected to warrantless

searches to enforce laws regulating their operations. A line of Supreme Court decisions
holds that such "pervasively regulated industrics" can be searched without a warrant,
essentially because they are Parties to a soni of imputed soc'al contract. In return for
society's permission to engage in a business that might otherwise be prohibited
altogether, they implicitly agree to warrantless searches as a regulatory cost of doing
business (see, for example, Refs. L8 and 19). As the Supreme Court in New York v.
Burger recently put it, three criteria must be met: 2 0

First, there must be a "substantial" government interest that informs
the regulatory scheme pursuant to which the inspection is made ...
Second, the warrantless :nspections must be "necessary to further [the]
regulatory scheme. . . ." Finally, "the statute's inspection program, in
terms of the certainty and regulatory of its application, [must] provide]
a constitutionally adequate substitute for a warrant."

Weapons manufacturers exemplify the kind of pervasively regulated industry that

would be subject to warrantless on-site arms control inspections. '
I It is not certain that

the same could be said today for the chemical industry. First, although the chemical
industry faces federal regulation involving environmental, health, and safety concerns
one recent Sureme Court decision implies that it is not pervasively regulated. 'i

Second, even if the chemical industry is pervasively regulated by environmental, health,
and safety laws, this does not mean that it has implicitly consented to warrantless
searches under a national security treaty. Viewed in terms of an imputed social

contract, one might say that there is presently no consideration for implying that the
industry has agreed to warrantless searches for this different purpose. Thus, it is

questionable whether a court, fNced with a resisting chemical company, would uphold
warrantless routine, systematic iriterriatioinpl ori site verification inspections under

Article VI.
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4.3.3.2 Challenge Inspections

Challenge inspections, as characterized by the Chairman of the Ad Hoe
Committee oni Chemical Weapons for the 1989 Session, would be even more
constitutionally vulnerable than routine inspections. 2 3 The purpose of *.e: ,ections
would be to "clarify (and resolve) any matter which causes doubts aDouL compliance" on
the part of a requesting State at any site under the jurisdiction or control of the
challenged State. (See Ref. 24 for a brief description of the ambiguity of what fa'i-ilies
might fall under the control of a State.) Whether a particular chalH'>' is triggered by
an individual State Party or with the concurrence of the treaty oiginization, the concept
appears to exclude any outright refusal by the requested State, except possibly on the
ground that the inspection is outside the objectives of the CWC. Allowance appears to
he made neither for a showing of objective probable cause nor for review by an
independent magistrate of an American court. None of the limitations inherent in the
extensive planning for routine inspections (Article VI) w.e:ld be nrosent. Taken literally,
ehalleie inspections could be open-ended fishing expeditions reaching into both
businesses and homes. In short, this form of challenge inspection 's vested with almost
none of the protection from governmental intrusion ordinarily associated with the Fourth
A mendment. 2

4.3.4 Mitigation

Options exist for reducing the friction between the interests of controlling
chemical weapons and of protecting privacy under the Fourth Amendment to the United
States Constitution, while preserving the general approach to on-site inspections

embodied in the 1984 American proposal and the August 1989 rolling text. These options
include development of specialized remote monitoring devices, inducing voluntary
consent to be inspected, and enactment of a federal statute to extend pervasive
regulation over chemical weapons to the chemical industry and to redefine the legal
remedies available to the subjects of on-site arms controi inspections. This subsection

presents a short explanation of several ideas that might merit further study.

4.3.4.1 Remote Monitoring

Remote monitoring, as distinguished from on-site monitoring, is not considered
to be a search within the meaning of the Fourth Amendment when it is conducted from a
public place ind employs generally available technology (e.g., aerial phctography from

:;blic :irspace). 2 61 7 -Remote monitoring offers the prospect nf helping to verify
,-mpliance without triggering the need for a search warrant. The development of
remot, monitors that select only evidence of violations, while excluding extraneous

attfhr, wouNld l" Of particular henefit. 2 8

4.3.4.2 Consent

C'onsent from the privte site of which inspection is sought often can be
ohtiiined. Since ,-,nsttlitoanal rights ,an be voluntarily waived, such consent can obviate
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Of the Unite('tIosI>tr ln couldc he !,s-ed to induoie consent by requiring
contractors to :rore 'o F-it nrs, eoitrol in.;;eet ions Ps a condition of any future
business, juIst A; fimt eaio mlvetpdsor enourpged.

4.3.4.3 FederAl StAtuLkS

One or more federzci (w'ouY d' n(d p rovide allernatives to what might
otherwise rIesuIt from lil'!t iL' 'Te ~ight be0 used! to cre-ate
a svstem of pervasivR', E10 cau ne0~O~u w la . redrefining the
remedies --vailable7 to 1) "ii ' * ( inspoections might overcome
many o* the probl-em 'r4 corz at uvc 1-1Lr '~ev \iThouc;h the specifics such
a law would includc .1kiD) 0 ' rninistration agrees
that :mpie ientiug-) ! i~ ast.gathrvr nd elieret o

on-site ins-pec, itreu, wil 1! tH cft' a a -hemieal Weapons

Convention 29

Pervasive Regulation of C'hemical3. Weapons5 i~duclion. Passage of a statute
inight assure that a court wouid find 'he declared n lii convered by Article VI of the
roiling text to be pervasively regulated, thereby q ualifying them for warrantless routine,
systematic internationial on-site verificatLion inspeetiorts under the Supreme Court
criteria quoted in Sec. 4.3.3.1. Certainly, an enormnous riovernment interest exists in
eliminating chemical wearpons. The -eoessities of intenational diplomacy appear to
dictate that warrantlers.-: on-site inspections 'De an iMportant deterrent to violations.
Finally, a regular and certain ilnspetion rogi isu 'Liner devcl.opincot in Article VI.

Nevertheless, difficulties mihtht arise. The Supremne Court has never decided a
case where it was asked to uphold a1 scem P- r vasive re ulation that was sui generis.
However, its opinions in this area loc-k in part to the length of time an industry has been
regulated to determine Dervnsvreness (hut the trenid recenrtly has been to downplay this as
a factor). While chem-ical-wei-)oas conitrol! -,in reo said to date at least from 1925, the
C WC itself would init.iate !he f;-,,* re-al interwil re~rilalorv schemne.

A ssuming- this )o'Dleml can1 t),, rl:oi;o , ero extensive declarations under
\rti(-ee V I probably would provide i i etrationale fur warrant]hiss searches of

declared facilities. The rolling te>:t reqluires each taeParty to disclose to the
Technical Secretariat various 'y'peS 01 ProduJ~ction information about Drivate facilities
producing chemical -weapons prcu0 !Srsors. The federal government would have to obtain
such information [-()rn tefirms t hemT'selve-s in order to declare it.

Astatutle mnriin (he ompanie s In tdisc~f)'e hIis information to the
federal govern mpnt wenoud "riife uie Statos what it wr-Ad need to declare to the
Technical Soor0tnnial >nr. :i'drila;[nn' ei r (1 kiseosure of
informa~ftionl ;u .'u"h c: Waus()vn rwild rc'puire, Iltenature
of the information1 "hrr ;,- ;id !r st .C;rednt2i' isn constitutional
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problem. 'the scheme of routine, systematic international on-site verification
inspections would be justified by the need to double-check these declarations.

Redefinition of Remedies. A statute redefining the remedies available to the
subject of an unconstitutional arms control inspection would reduce the possibility that a
court would feel compelled to enjoin either routine or challenge inspections. Such a law
would not render unconstitutional inspections constitutional. Rather, since the most
important diplomatic concern would be that a court injunction might breach the CWC,
the object would be to substitute other legal relief.

The Constitution empowers the federal government to enact remedies in addition
to those that a court :night otherwise have available to assist an aggrieved plaintiff,
perhaps allowing the government to "buy its way out" of situations that might otherwise
result in an injunction. The Federal Tort Claims Act -ued be expanded to explicitly
provide for federal liability for monetary damages from an illegal on-site inspection. A
--ivil claim could !e established for treble damages for misuse by any person, perhaps
including inspectors, of any information learned during an on-site arms control
nsDection. At the same time, application 'or any injunctive remedy regarding an on-site

onsnection under the CWC could be made to extinguish any claim that might otherwise
have existed to these extraordinary damages. Thus, a plaintiff would have a powerful
nonetarv incentive to avoid seeking an injunction.

A statutory expansion of the existing court-made exclusionary rule for all
itforInation uncovered during a consensual on--site arms control inspection would remove
a disincentive against allowing inspections to take place. Where a firm might resist an
inspection in fear of prosecution for existing violations of environmental, health, or
safety laws, a broader exclusionary rule would make such a motive moot. Indeed, since
the burden would fail on the federal government to prove that any information used in a
subsequent prosecution was not a result of the inspection, a positive incentive to consent
might be created. ()f course, this assumes that the public interest in the CWC is thought
to be higher than in those other laws. Furthermore, exclusion of such evidence might
make criminal prosecution for a treaty violation impossible.

The more difficult question is whether these encouragements to allowing on-site
I .soections can be complemented by a prohibition against injuretions. Ultimately, the
:,uoreme Court would have to answer such a question, and it has not yet had to do so.

ihile the Court has indicated that Congress can substitute other remedies for an
;njunetion (See Refs. 32 and 33*), some commentators have argued strongly to the
,-,)ntrarv, c'ontending that the judiciary is constitutionally obligated to select the most
unpr(.iir:.t remedy, regardiess of what Congress inight say. 3 4 ' 3 5 This view would hold

: : 1, iweitiof. , orev(nt an unconstitutional inspection is a right that cannot be
ei< v i, .iu . ;IVhus, ,vt, ;f Congress were inclined !o vote to tako such an unusual

, ,13 ,- i.3 atter ton !() n ;tatement inade in , dissenting opinior by Justice J.
HrI'r irp n: "f M ur e, . . . bn oru stiti~i ,,-,B '.ilnti ,', , he enjoined if and when

.:;'"
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The potential benefits to a violator actually using CW could be minimized by
appropriate precautions on the part of any nation judged to be a possible target.* Self-
defense is only destabilizing if residual offensive capability is retained. 3 7  Another
method for mitigating damage from a CW attack would be aid to the injured Party in the
form of food, goods and services, etc.

Thus, the chances of getting away with violation of the treaty can be reduced,
the costs of being caught in violation raised, and the potential benefits of using the
weapons minimized. This combination of factors can help make violation a less
attractive option, even for a treaty that is not perfectly verifiable.

Some thoughts from Freeman Dyson on this subject may be a fitting end to this
discussion:

3 8

Arms control agreements do not have to be perfect in order to be
useful. Our choice is not between imperfect and perfect arms control
agreements; it is between imperfect agreements and none at all. An
agreement does not automatically lose its value as soon as it is
violated. Verifiability is only one desired quality, and not the most
essential, of a satisfactory agreement.... The value of an agreement
depends less on its technical verifiability than on its political
robustness. A useful agreement is one which not only helps to maintain
a stable balance of power, but also helps to build a frame for a new
international order.

*'l'hese precautions include protective measures (such as gas masks) and remedial
measures (such as antidotes and decontamination techniques). It is considerably easier
fo prepare military personnel to survive a chemical attack than to protect large
nimhers of civilians. However, if the object is to prevent an attacker from gaining a
significant military advantage, protection of the armed forces may be sufficient,
because retaliatory capability is maintained.
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5 RECOMMENDATIONS FOR DOE ACTION

The purpose of this work is to identify possible actions that DOE or other

agencies could take to assure that verification of a Chemical Weapons Convention can be

effective, while imposing the least possible impacts on the entities to be inspected. Our

methodology is suP marized in the flowchart in Fig. 5.1. The recommended actions are

described briefly in this section and summarized in Table 5.1. These actions fall into

several categories, which include additional anqlvsis, technology R&D, legal studies, and

input to interagencv group.s ,dvising the negotiators.

5.1 ANALYTICAL ACTIVITIES

Analytical activities should receive high priority because they scrve to identify

f:rther actions and to direct other projects to the most fruitful areas for development.

In th'e case of a Chemical Weapons Convention, several studies are of immediate

irmlportance. The first study would examine production processes for known chemicai

w,,eapon agents to determine inputs, outputs, emissions, and other physical evidence such

.gents provide of their identity. Militarily significant quantities would also be

determined. The results of this study would be requirements that must be satisfied by

verification technologies (e.g., ability to detect one part in 1013 of a telltale by-

product). After the technology requirements are established, a survey of known
technoloFies, and ones that could be readily developed, would provide the basis for

determination of how (and if) the requirements could best be met.

Although there is concern about possible losses of information, and even

materials, during on-site inspections, there has been no adequate study of the actual risks

and of the adequacy of known protection measures. Such a study could be part of a

!nrger analysis of the impacts and effectiveness of alternative challenge-inspection

regimes, including ad hoc inspections or pre-ch,-.llenges. This study could serve as the

basis ,or development of exemplary model agreements to enable verification.

5.2 T"CHNOLOGY R&I)

In addition to the areas for R&D on verification technology and protective

meas;ros that would be identified by the suggested analysis activities, there are specific

rseareh orojects that were identified by this work. The first is the development of a

.stem :o handle the tremendous volumes of data that would be collected for verification

o: a ,'ierical Weapons Convention. The system would comprise a carefully designed

(,ita a)asv, 7:,cluding limited access blocks, and an industry process mofipl to enable

ternrctation and analysis of the data. A related technology requirement is inventory

'ontrol for existing stocks, including an appropriate system of tagging.

Effective verification could benefit from development of sensitive remote

monitoring devices. These would help to identify potential CW sites and would also

provide in,,rmation about activities at known sites without intrusive on-site inspection.
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contracts of private firms with DOE or other agencies that explicitly gives consent to
on-site inspections. Potential legislation for implementing the CWC is also possible.
Also of importance would be a study to identify possible legal obstacles to
implementation of the CWC in other countries. In addition to possible difficulties in
inspecting private firms in their own countries, more specific research than what has
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TABLE 5.1 Recommended Actions

Action Category Areas of Concern and Techniques

Analysis Verification technology requirements
Verification technology capabilities and

possible developments
Impacts and effectiveness of alternative
challenge-inspection regimes

Development of model agreements

Technology R&D CW data base and process model
Inventory control system and tags
Sensitive remote monitoring
Alternatives to process sampling

,epal studies Development of contract clause
Constraints to OSI in laws of other countries
Implementing legislation

Tnput to interagency groups Access limitations
Sanctions
Cost-effectiveness of alternative challenge

regimes

been done to date is needed to address questions of how to handle U.S. firms abroad or
foreign firms in the U.S.

5.4 INPUT TO INTERAGENCY GROUPS

The final area for possible action may be the most important, because it
represents completion of the feedback loop that enables DOE to influence treaty
provisions that might eventually affect it. Possible inputs that DOE might choose to
provide include access limitations for particularly sensitive facilities, suggested
sanctions for treaty violation, and the results of the proposed analysis of alternative
challenge-inspection regimes.
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GLOSSARY

Arms control. Any unilateral or multilateral action or process, perhaps based on
international agreement, that limits or regulates any aspect of the weapons systems or
the armed forces of the involved Parties. Aspects of weapons systems include:
production, numbers, size, and performance characteristics, as well as logistics and other
supporting activities. Arms control arrangements between two or more countries usually
involve unilateral and cooperative means to verify compliance with the rules of the
agreement. [Scribner, Ralston, and Metz 19851

Breakout. A sudden change in the military balance caused when one Party to an arms
control treaty quantitatively or qualitatively improves its forces to an important extent
by violating an arms limitation agreement. [Scribner, Ralston, and Metz 1985]

Challenge inspections. Inspections allowed by treaty provision that take place when
initiated by another Party to the treaty or by a monitoring agency. Challenge
inspections differ from mandatory inspections in that challenge inspections are not
regularly scheduled and can be used by one Party to question and verify compliance by
another. An example is the special on-site inspection (which see) allowed in the U.S.
draft of the proposed Chemical Weapons Convention.

Chemical weapons. Weapons designed to disable personnel temporarily or permanently
by the release of chemicals or gases into the surrounding atmosphere. These weapons are
restricted under the Geneva Protocol for the Prohibition of the Use in War of
Asphyxiating, Poisonous, or Other Gases, and of Bacteriological Methods of Warfare.

Classified information. Top secret, secret, and confidential restricted data; formerly
restricted data; and national security information for which DOE is responsible and which
requires safeguarding in the interest of national security and defense.

Data monitoring. Examination of facility input and output data on a regular basis to
confirm declared production or usage data.

Effective verification. Monitoring means that are sensitive enough to detect militarily
significant violations and accurate enough so that other nations are not falsely accused.

Exclusion area. A security area for the protection of classified matter where mere
access to the area would result in access to classified matter. When access to an
exclusion area is required by persons without appropriate access authorization or need to
know, measures shall be taken to prevent access to or compromise of classified
information. [DOE 1988c]
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In-country monitoring. Placement of manned or automatic instruments in the territory
of the host, who is tolerant of the activity, but outside the perimeter of the facility of
interest. Using seismic detectors to verify the Threshold Test Ban Treaty would be an
example of in-country monitoring. Additional technologies that might be used for in-
country monitoring include chemical sniffers and radiation detectors. Drone aircraft and
robot sampling devices could also be used.

Information exchange. The exchange of specified technical data as an aid to verification

by national technical means. For example, the Threshold Test Ban Treaty allowed the
United States and the Soviet Union to exchange information regarding the precise
location of the testing areas and various geological data regarding those areas. For
calibration purposes, the Parties agreed to exchange precise information -- yield, date,
time, and depth -- on nuclear tests. [Eimer 19761

International Atomic Energy Agency (IAEA). A United Nations-sponsored agency
established in 1957 with a twofold purpose: to promote nuclear energy, and to establish
and administer safeguards to ensure that peaceful nuclear energy not be used for military
purposes. The IAEA has no police power and is not a supranational body, but rather an
organization that performs its safeguarding function at the request of the governments

concerned.

Mandatory inspections. Inspections provided for by a treaty that occur at declared sites
on a regular or scheduled basis. One example is the systematic international on-site
verification inspection provision of the U.S. draft chemical weapons treaty.

National technical means. Unilaterally controlled, often sophisticated, methods of data
collection that do not operate from installations in the territory of the Parties being
monitored. Examples include photographic reconnaissance, radar, electronic
surveillance, seismic instrumentation to supply information on the location and
magnitude of underground nuclear explosions, air sampling systems of high sensitivity,
and advanced techniques for the analysis and evaluation of the data collected. [Eime'
19761

Un-site inspection. The use of inspectors and instruments by one country or an
:nternational body to examine, at their location, the installations and activities in
another country. [Adam 1986]

On-site monitoring. The use of technical sensors or measuring devices to monitor
activities at declared facilities. This is accomplished by placing automatic instruments
inside the boundaries of the facility to be examined. These instruments might transmit
continuous output or be triggered by specific events, a timer, or received signals.
Infrequent maintenance by the Party seeking information could be permitted. Sampling



dev:ees "nrd soeetrorneters could !Ieo user, in c ,ddition to 'he iechnologies applicable for in-
coun'ry monitoring.

Portal perimeter moitoring. Vkc sirniiar to on -site monitoring, but accomplished by
placing instruments and/or human's at faciiitv entrances and around the facility border.
Portal-perimeter monitoring may or may nol. involve the presence of humans.

Security. Activities through whiChl "OE defines, levelops, and implements its
responsibilities under the \tomi,- .lner,;[?, \et _:fF 195 4, as amended, federal statutes,
exe utive order,, and other dirccti,, s fu;- the ciotcetiorn of restrieted data and other
classified informiation or matte ilwr, !ear , os, and nieiear weapon components, as
weil as for the protection of D (d "I ccntreton faci!ities, property, and
qcuioment. Security is also ipplied to special -clenr -aterials. When physical,

i<so nnel, and technieia .sec-ir tv ire o r with :m- Clriai control and material

ct'eountability, the protection is referred to as "s.fogurds."

Special nuclear material (SNNM). Plutonium, urwiium enriched in the isotope 233 or in the
isotope 235, and any other material which is determined to be SNM, pursuant to section
51 of the Atomic Energy Act of 1954, but not including source material, or any material
artificially enriched by any of the foregoing.

Special on-site inspection. !.nder !he American draft, any Party to the Chemical
Weapons Convention may request special on-site inspection of any "location or facility"
ovned by any other Party. \ type of ,-haller.ge inspection, special on-site inspection
requires justification by the Party who makes the request. The requesting Party is only
entitled to an inspection of the !'aeilities of another Party in order to clarify and resclve
any matter that may cause doubts about compliance. Once a special on-site inspection
has been initiated, the Party being inspected must provide the inspection team
unimpeded access to the location or facility being inspected within 24 hours of being
notified.

Standdown. Prohibition of the movement of equipment into, out of, or within a facility
iotified or of undergoing inspection; this c an be either total or partial.

Systematic international on-site veritication inspections. Inspections of the declared
inventory of chemical weapons and facilities, to occur during the destruction of these
chemical weapons, at the locations where the weapons were destroyed or stored. Also,
on-site inspection of allowed activities, such as the maintenance of limited chemical
weapons and permitted chemical precursors. Both persons and instruments are allowed
as part of the inspection protocol, and inspections may include sampling of materials, as
well as examination of records. [U.S. draft 19841
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Toxic chemicals. Any chemical, regardless of its origin or method of production, which
through its chemical action on life processes can cause death, temporary incapacitation,
or permanent harm to man or animals. Toxic chemicals are divided into the following
categories: (a) "super-toxic lethal chemicals," which have a median lethal dose that is
less than or equal to 0.5 mg/kg (subcuLaneo'is administration) or 2,000 mg-min/m 3 (by
inhalation); b) "other lethal chemicals," which have a median lethal dose that is greater
than 0.5 mg/kg (subcutaneous administration) or 2,000 mg-min/m 3 (by inhalation) and less
than or equal to 10 mg/kg (subcutaneous administration) or 20,000 mg-min/m 3 (by
inhalation); and (c) "other harmful chemicals," being any [toxic] chemicals not covered by
(a) or (b) above, (including toxic chemicals that normally cause temporary incapacitation
rather than death]. ['olting text 1989]

Verification. (1) 'The process of assessing compliance with the provisions contained in
urms control treaties and agreements. The attempt to ascertain whether states are
living up to their international obligations. [ACDA 19821 (2) The technological and
intelligence process, involving both monitoring and evaluation, that establishes the fact
of cempliance wPh arms control agreements. (See effective verification.)

Vital area. A security area for protection of vital equipment (e.g., equipment, systems,
or components whose failure or destruction would cause unacceptable interruption in a
national security program or harm to the health and safety of the public). Access to
vital areas is controlled to limit entry to appropriately cleared or escorted individuals
who require admittance to perform their official duties. [DOE 1985]
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